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Welcome

Dear Educators,

Children today are living an increasingly digital life. Every day, they navigate seamlessly between
the real and digital worlds. We have been spending a lot of classroom time teaching children the
skills they need to get through in the real world. We teach them how to add the prices of items on
their shopping list. We teach them to read street signs so that they can find their way to their
destinations. But it is equally important that we teach them the skills they need to succeed in
today’s environment—how to stay safe and thrive in this digital age.

A team of world-leading experts in education, media, cyber-wellness and game development has
developed a platform specifically to empower children with the knowledge and skills, as well as the
core values, to become future leaders in the digital era called “DQWorld.net”. Through the use of
animated stories, interactive learning activities and thought-provoking challenges, children will be
actively engaged in the learning process. At the same time, they get to understand both the
responsibilities and rights of being digital leaders of the future, and the need for their positive
contribution to help others.

Our mission is to make every child a digital leader. We encourage you to use our easy to use 5-day
programme to inspire your children to become the true digital leaders of the 21st Century.

Sincerely,

Yuhyun Park, Ph.D.
Founder and Chief Citizenship Officer, DQ WORLD
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Our
Programme
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DQWorld.net

DQ World is a world leading online education platform to teach children ages 8-12 the 8 Digital
Citizenship Skills. It empowers them to become informed and discerning digital citizens.

Students will learn through gamified, mission-based activities that utilises interactive slides,
mini-games, animated videos, and quizzes while being rewarded with badges, virtual coins, and
certificates. All they need is a computer, tablet, or mobile device and Internet access as our site can be

accessed anywhere.

What is CYBER BULLYING?
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Screen time refers to the time used
for entertainment.
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DQ Challenge

Every year, DQ World holds an annual competition to identify the top 10 DQ Kids and 10 DQ Schools with
the most points around the world. After creating an account, schools and students are automatically
entered into the DQ Challenge where they could potentially win awards including certificates, trophies,
and DQ World gift sets. For more details, go to the DQ Challenge tab under DQWorld.net.

Top DQ School Top 10 DQ Kids Top 10 DQ Schools
The school with the most The 10 students that have The 10 schools with the
points globally overall. the highest points. most points.
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What We Teach

As students explore the DQ World via missions, they will learn the 8 Digital Citizenship Skills:

Digital Citizen Identity
Ability to build and manage a healthy congruent
identity online and offline with integrity

Screen Time Management

Ability to manage one’s screen time, multitasking, and
one’s engagement in online games and social media
with self-control

Cyber-bullying Management
Ability to detect cyber-bullying situations and handle
them wisely

Cyber Security Management
Ability to protect one’s data by creating strong passwords

and to manage various cyber attacks such as SPAM, SCAM
and phishing

| Digital Empathy
&ﬂ Ability to be empathetic towards one’s own and others’
needs and feelings online

Critical Thinking
@i Ability to distinguish between true and false info, good and
_/ | harmful content, and trustworthy and questionable
contacts online

Digital Footprint Management
Ability to understand the nature of digital footprints and
their real-life consequences and to manage them

'qm
“\_,/ responsibly
o

Privacy Management

Ability to handle with discretion all personal
information shared online to protect one’s and others’
privacy
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How Long is the Programme?

The programme is extremely flexible and fits into any educational curriculum, after-school programme,
and/or short holiday workshops. Our most successful format is a 5-day workshop where students

spend about 2 hours a day going through DQ World.

Lesson 1 Lesson 2 Lesson 3 Lesson 4
Introduction ) )
ahd The The Screen Time Screen Time
Accotint Digital Digital Management Management
Set-Up World P.1 World P.2 P1 P.2
Missions 1-2 Mission 3-5 Mission 6-10 Mission 11-15
Lesson 5 Lesson 6 Lesson 7 Lesson 8
Screen Time Privacy Privacy Cyber-Bullying
Management Management Management Management
P.3 P.1 P.2 P.1
Mission 16-17 Missions 18-20 | Missions 21-23 Mission 24-27
Lesson 9 Lesson 10 Lesson 11 Lesson 12
Cyber-Bullying | Cyber-Bullying Digital Digital
Management Management | Citizen Identity | Citizen Identity
P.2 P.3 Pl pP.2
Mission 28-31 Missions 32-34 Mission 35-41 Mission 42-45
Lesson 13 Lesson 14 Lesson 15 Lesson 16
Digital Footprint | Digital Footprint | Cyber Security | Cyber Security
Management Management Management Management
P.1 P2 P.1 P2
Mission 46-50 Mission 51-53 Missions 54-57 | Missions 58-60
Lesson 17 Lesson 18 Lesson 19 Lesson 20
. - . - Wrap Up
Critical Critical Digital Digital Discussion
Thinking Thinking Empathy Empathy of DQ World
Pl P2 P1 P.1 Prosramme
Mission 61-65 Mission 66-69 Missions 70-76 | Missions 77-82
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Assessment with DQ Reports

After completion of DQ World, schools will receive a free Basic DQ School Report that provides an
overview of students’ aggregate data to understand your students’ overall onine risks and personal
strengths. In addition, schools can purchase an in-depth Premium DQ School Report which can be
found at the end of this booklet.

. Basic

4 SCHoOL

" RE PORT #DQEveryChild'

School Profile Name: ABC Primary School Country: Singapore Date: May 1, 2017

SchoolDQ DQImprovement NationalDQ N‘i‘;}'g:;{’;j:r‘;:e

1 0 1 + 15 1 02 Personal Balanced Use of Exposureto Guidance (P85
% Strengths Tech and Media Cyber Risks and Support

: . _ Above
National Average

N

DQ skills Achievement Cyber Risk Exposure
Digital Citizen Identity 5%
Privacy g Screen Time 15%
Management - Management 1 . High Risk

Critical

Cyber Bullying

Thinking Management
50%
40% "
Digital Footprint Cyber Security . Safa
Management Management
Digital Empathy e = —

School ~ Nation

s School  messsm Nation

DQ Skills: ABC Primary School’s DQ is now 101, which is a +15% DQ improvement since starting the DQ World™ program.
Your students’ highest achievement was in Digital Citizen Identity, Critical Thinking, Privacy Management. Their lowest
achievement was in Digital Empathy, Cyber Bullying Management, and Cyber Security Management. Compared to other
schools in your nation, your students’ new DQ is average, and their DQ improvement is above average! A higher DQ results
in more safe and responsible behaviors online as well as increased personal strengths. Congratulations to your students
for their great effort!

Personal Strengths: Your students’ personal strengths across Global Citizenship, Social Relationships, Self-Efficacy,
Self-Regulation, Emational Regulation, and Balance of Offline and Online Reality were assessed to help understand their
future potential. Compared to other schools in your nation, your students’ performance is above average!

Balanced Use of Technology and Media: Students’ Weekly Screen Time, Internet Connectivity, Mobile Device
Ownership, Digital Media Activity, and Social Media Usage were examined to understand how appropriately, and in what
ways, they use digital devices and media. Compared to other schools in your nation, your students’ performance is below
average.

Exposure to Cyber Risks: Students’ exposure to Online Grooming, Game Addiction, Cyber Bullying , Cyber Victimization,
Online Sexual Behavior, and Exposure To Violent Content were examined to understand their digital safety. Compared to
other schools in your nation, your students’ performance is below average. This is because more of your students are at
elevated exposure to cyber risks than are other students your nation. This does not mean that your students are currently
in danger. However, we strongly recommend that you establish a safety and intervention strategy to minimize your
students’ cyber risk exposure

Guidance and Support: Students were asked about the frequency of guidance received from parents, in the form of
digital mediation, and from schools, in the form of computer education and cyber safety classes. Compared to other
schools in your nation, your students’ performance is average. This is because your students receive less frequent
guidance and support from parents and teachers than do other students in your nation.

>Qloe e

An in-depth, insightful, and actionable report of your students’ DQ Profile is available for purchase.
Ask your DQ ambassador about the DO Premium Report!

Copyright © 2017 DQ Institute. All rights reserved.
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Resources For Educators

Besides an online programme, DQ World offers plenty of other resources offline to help you run the
programme and excite your students.

DQworld

Lekson 2 - The Digital Woeld Part 2

Class Lessons

20 class lessons with step-by-step instructions for
educators to follow as well as all key learning
objectives and summaries of all missions
students go through online.

Student Workbooks

51 activity-filled printable worksheets for your
students to review and supplement learning
on DQWorld.net. DQ World also provides
answer keys as well.

Comic Book Samplers

16-pages of comics and activities to bring
interest to your students. Samplers can be
handed out to students at the beginning of the
programme after they have signed up.

School and Student Posters

A3 posters are available for schools to promote
the 8 digital citizenship skills in their
classrooms or school hallways. A4 posters are
also available for students as well.

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Getting
Started
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Signing Up

Step 1: Preparation
Before signing up, lead educators will need to have 3 things ready:
1. Avalid email address

2. Total number of students that will use DQWorld.net
3. Computer and Internet access

Step 2: Register

1. Goto DQWorld.net and click Sign Up

DQworld

Educators/Parents DQ Challenge Membership

What is DQ World?

2. Select Schools/Groups

3. Enteryour particulars. If you have an access code given to you, please enter it here. If not,
you can ignore this field.

Step 3: Activate the account via email

Your account has been activated.

11
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Teacher’s Admin Panel

After activating your account, you will be asked to go through a tutorial of how to use the system and be
given an introduction to the programme. It only takes about 5-10 minutes and walks you through the
set-up process. You can skip this at anytime.

The Teacher’s Admin panel is an organized homepage that contains everything you need to run the DQ
World programme.

Intro to
DQworld

Teacher's
= Go to
Materials .
. DQworld
Student Site
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Parental Consent

We provide a parental consent form for parents to understand what their child will be doing on DQ
World.

Log Out

DQworld

As part of an ongoing research, it will be important to print this document, give to the students, and
have their parents read and sign it before they start DQ World.

Log Out

DQworld

Parental Consent

The Parental Consent Form is to make sure parents know what their children will be
learning on DQ World. As part of an ongoing research, it is important that parents are
clear on what the programme entails.

We have attached a Parental Consent Letter template to help explain. Teachers
should print these out and get their students’ parents to sign and return. Teachers
can also modify as needed for their school. Click the following buttons to download.

Download

Parental Consent Letter

A copy of the parental consent letter is attached on the next page for your use. Educators can also
modify and create their own consent if they wish to.

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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DQworld

Parental Consent Letter
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Dear Parent/Guardian,

Our children are growing up in a dynamic digital world. They are comfortable with using a
wide variety of digital devices, and are probably more adept at them than we are. But being ex-
pert navigators may give them a false sense of security. Sadly, we often hear news of a child’s
safety being compromised as a result of his/her curious digital exploration, sometimes even
leading to harmful consequences such as encountering cyber-bulling, online predators and
privacy invasion. These are as frightening as they are real.

From young, your child learned various life skills e.g. look left and right before crossing the
road; do not follow a stranger home, etc. These days, it is just as critical for him/her to know
how to be safe, smart and responsible in the digital world. That is why our class will be using
the international award-winning DQ World Program. Besides gaining knowledge and skills to
equip him/her for the digital era, your child will also acquire essential moral values by actively
participating in the DQ World online program (DQWorld.NET) and classroom discussions.

DQWorld.NET is a holistic play and learn e-learning tool that allows students to engage in
learning activities at their own time at home and in school.

This program is also accompanied by a NTU research portion which aims to understand how
this digital citizenship e-learning program for children might enhance their digital citizenship
skills and change their attitudes towards various cyber risks. We seek your consent in allowing
your child/ward to participate in the research.

Your child/ward will be required to log onto and play an online program at home according
to a teacher’s instruction in order to complete the learning lessons. Your child/ward will com-
plete survey and quiz questions as part of their online learning. Your children’s data would
be kept confidential and used solely for the purpose of the research, and the publication of
reports only. Kindly indicate your consent by helping your child complete sign up and activate
their accounts via email (shown on the next page).

If by chance you did not receive your activation email from us, please kindly check your Spam
email box.

As parents, you can further support your child in what he/she is learning by reinforcing at home
the lessons he/she has learned through this program. Do encourage your child to complete the
DQWorld.NET program. On successful completion of this program, your child will receive the
DQ Profile showing his/her profile of digital intelligence. A more detailed DQ Report will be
available if you want to learn more about your child’s strengths and weaknesses in the areas
of digital intelligence, the level of exposure to digital risks and the recommendations for im-
provement. You can check out more information by visiting www.DQInstitute.org.

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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If you have any questions about the research, please contact Dr. Yuhyun Park at yhpark@ntu.
edu.sg.

Further questions regarding ethical issues may be referred to:

NTU Institutional Review Board (IRB):
Email address: irb@ntu.edu.sg.

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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LETTER OF PARENTAL CONSENT

DQ World Program (DQWorld.NET)

| give permission for my child to take part in the DQ World program and its research.

Child’s Name

School

Class

Name of
Mother/Father/Guardian

Parent’s Email
(Your child will need your email to
in order to login to DQWorld.net)

Parent’s Signature

Date

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Adding Classes

Now it’s time time set up your class(es) and create student accounts. If you are planning to have
multiple classes, you’ll need to prepare a list of teachers’ emails and names as well as how many
students are in each class.

Step 1: Click Add Class

4 LogOut

DQworld

Step 2: Fillin the details about the class

Log Out

DQworld

Add Class

Name of Teacher: Given Name Family Name
Teacher’s Email:
Class Name:
Grade Level:
No. of Students:

Note: If you want to assign the class to another teacher, enter their name and email in.

As the lead educator, you will still be able to see everything about their class. However, the
educator you assigned the class to will not be able to see other classes that you have
created and can only view their assigned class.

Step 3: The teacher you assigned the class to will receive an activation email and will also need
to activate their account. They will receive a default username and will need to change
their password after they have logged in for the first time. You can also now add another

class.
DQworld
Add Class

You've just set up Testing012 class with 2 students!
An activation email has been sent to davisvu+12309@gmail.com to activate the class
account and create their own password.

Would you like to add another class?

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.




Distributing Student Accounts

After setting up class accounts, you will now distribute the students their login information that
consists of a default username and password. If you are the lead educator, have your assigned class
teachers do this part.

Step 1: Click View My Classes

DQworld

Step 2: Alist of defaullt student usernames and passwords will be available based on the amount
of users you inputted. Distribute each username and password to your students
individually.

My Classes / Test001

v PW = Change PW ~ . Ghven Name = Familly Name ©  Pasentals involvemant ©  Score = Mission Completed

OEE  0.00W]

M
s
s
fo (] B2 00.00W]
I
L

2 (000
L] WL (000

Step 3: Students will then login for the very first time.

Language (English] §

DQworld N

What is DQ World? Educators/Parents DQ Challenge Membership

Step 4: Students will be asked if they want to change their username and password. If they do,
they will need a parent’s email address. If you do not want them to change, tell your
students to click “NO”.

You have logged in with a Class ID and password
created by your Teacher.

Do you want to change them to your own ID and

password? You must have your Parent’s information.

Note: If your students do change their username and password, you will be able to see so

in the same interface. Their names will also appear as they start using the programme.
19
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View Student Progress

o SCORE The total score the student has earned so far on DQ World. This is not indicative
of their DQ Score, and does not coorelate to higher DQ.

MISSION

COMPLETED The total number of missions the student has completed out of a maximum 82.

m " Pt

My Classes / Test001

Select Class: | Test001 3] o o
About 23 records,

Username ~  PW ~  Change PW ~  Given Name ~  Family Name ~  Parental's Involvement ~ Score ~  Mission Complered
testo0io FhEkAkkE Mo 4] B2 (0.00%)
test00102 bk sk No 1] 0/B2 (0.00%)
test00103 student No 4] /82 (0.00%)
test00104 student No 0 0/82  (0.00%)
test00105 student Na 0 0/82 (0.00%)
test00106 student No 4] 0/82 (0.00%)
test00107 student No 0 082 (0.00%)
test00108 student No 0 0/82 (0.00%)
test00109 student No 0 0/82 (0.00%)
test00110 student Mo (1] /BZ (0.00%)
test00111 student Mo o B2 (0.00%)
testi0112 student No 4] /B2 (0.00%)
test00113 student No 0 0/82 (0.00%)
testhiiig student No o /B2 (0.00%)
test00115 student No 1] 0/82 (0.00%)
test00116 student Mo 0 /B2 (0.00%)
test00117 student Mo 0 /82  (0.00%)
1est00118 student Na 0 0/82 (0.00%)
testB0ing student No a 0/82 (0.00%)
test00120 student No 1] 0/82 (0.00%)
test00121 student No 0 0/82 {0.00%)
test00122 student No 0 /82 (0.00%)
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Adding Additional Students

ADD

In order to add students, go to View My Classes and click Add under Add
STUDENT

Students column. Only the lead educator who signed up for the original
account can add students.

m b

My Classes

About 1 records,

Class Name ~  Teacher ¥ | Code ~  TotalScore ¥ Grade v Students ~ Add Student’ Edit
Testo01 Davis MYXN37 0 P3 23 m E

Enter the number of additional student accounts you would like to add and
STUDENTS it should automatically be added to the end of your class list.

My Classes / Member

Generate Student Accounts

Additional no. of student # o
accounts:

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.




Resetting Student Passwords

CHANGE If a student has forgotten their password, educators can reset their password
PW by double-clicking the space next to the name under the Change PW
column.

Enter a password with at least 8 characters and press ENTER. It will
automatically change the password and the student can now login with the

new one.

My Classes / Test001

Select Class: | Test001 #|

About 23 records.

Username v | PW v  Change PW v Giy
test00101 ke ko o

test00102 ok ke dok

test00103 student

test00104 student

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.



Starting the
Programme
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Day
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Lesson 1 - The Digital World Part 1

Objective Students will learn about the Digital World, a place that connects real world people
and things over the Internet. They will learn about the 7 Pillars of RESPECT, digital
media, and the Digital Leader’s Creed.

Key 1. Explore the idea of “The Digital World”

Learning 2. Know how to access DQWorld.net website using username and password

Points 3. Learn The 7 Pillars of RESPECT

- For the introduction, students should face the teacher and be away from computers.

- After the introduction, students may be stationed at individual student computers.

Build
Background

(15 minutes)

26

Introduction: The Digital World’s Value and Problems (15 min)

Download and open the “DQ World Introduction” Powerpoint File. Follow the
instructions for each slide. Pause between prompts and script questions and
encourage students to share thoughts.

o ClickSlide1:
« Displays the word “WORLD” over a globe icon.
+ Askstudents what ideas come to mind.
+ Tell students to name things in the world that they value (certain people,
possessions, places). Write the answers from the students on the board
so everyone can see what is being said.

o ClickSlide2:

« ‘DIGITAL appears to the left of ‘WORLD’ so that ‘DIGITAL WORLD’ is
clearly visible. The globe icon appears more connected (as if by wires,
signals, or technology).

+ Askstudents what ideas come to their minds now.

o ClickSlide3:

« Images of digital media (SNS, instant messages, music icons) and
keywords (“share, download, click”) superimpose over the previous
slide.

« Explain that the DIGITAL WORLD is everything that people do, create, and
share on the Internet. (web searching; watching YouTube videos; instant
messaging; sharing photos, videos, and music; researching for a school
project).

+ Ask students to name activities in the DIGITAL WORLD that they value.

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.



DQworld

Click Slide 4 :

« Darkness is cast over the Digital World. An impression of doubt, sadness,
and dishonesty is given.

o Ask:
- The Digital World can be very helpful. But can it also be harmful?
- Have you ever been upset by something in the Digital World? Have you
seen an annoying “pop-up” advertisement; a rude message; a shocking
picture; or even odd behavior from friends or family who were using the
Internet

Click Slide 5:

« Alink to the DQ World introduction video is presented.

+ Play the online video https://www.youtube.com/watch?v=okmeV9j7vbk
for students to view on a large screen or projector.

Login

and
Briefing

(5 minutes)

Have students log in to the DQ World platform using individual personal
computers. Give each student individually their DQ World account’s username
and password.

Say

Open your web browser, and type the DQ World website url (www.dgqworld.

net) into the address bar. Find the spaces that say “username” and
“password.” Enter your username and password carefully and click “login”.
When asked to change your ID and password, click “no”. If students are
allowed to change their username and password, remind them to write it
down and keep it in a safe place.

Check that all students have headphones connected and are successfully logged-

n.

Say

Today, you will learn about the 7 Pillars of RESPECT. You will also answer
important questions that may be difficult to understand. Please answer all
questions carefully and honestly.

Explore the surroundings by clicking around the map and paying attention

to what you see. This will help you discover powerful secrets along your
journey!

You may now begin the DQ World adventure. Please stop when you get to
the end of Mission 2. Good luck!

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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DQworld

DQWorld.net (10 minutes)

QVideo: 5 mins

DQ World, a world that connects earth and the Digital World, is attacked by
“Infollmons,” which are monsters that represent different types of cyber
dangers.

Students will be introduced to the DQ World story, and learn the 7 Pillars of
RESPECT.

The Beginning The 7 Pillars of RESPECT

The DQ HERO
Chip

o Radar -don’t hurt others

o Eyes-don’tbejealous

o Shout - help others in need

o Protect - don’t steal

o Ears-value others above yourself

o Control - be disciplined

o Teleport - honor your parents and teachers

o Survey: 5 min

Students will obtain one of the 8 “FORCE potential” based upon their
survey answers.

« Disciplined Digital Manager

« Resilient Security Defender

« Responsible Digital Warrior

«  Shrewd Digital Navigator

» Respected Digital Activist

« Remarkable Digital innovator

« Compassionate Mind Reader

«  Effective Digital Communicator

Wrap Up
Discussion
(15 minutes)

28

Ask

What is the problem happening in DQ World?

Who are our heroes? Who are our villains? What are they fighting over?
Who can name the 7 Pillars of RESPECT?

Would anyone like to read their “FORCE Potential” aloud?

- Raise your hand if you got “Resilient Security Defender.”

- Raise your hand if you got “Disciplined Digital Manager.”

- Raise your hand if you got another FORCE potential. What was it?
What questions do you have about the Digital World?

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Lesson 2 - The Digital World Part 2

Objective Students will learn about the Digital World, a place that connects real world people
and things over the Internet. They will learn about the 7 Pillars of RESPECT, digital
media, and the Digital Leader’s Creed.

Key 1. Learn The Three C’s of Digital Leaders and The Digital Leader’s Creed

Learning 2. Recognize various kinds of digital media that exist in the Digital World

Points 3. Understand that the Digital World connects real people with thoughts and

feelings

Briefing Say

(1ominutes) . | the last lesson, you learned the 7 Pillars of RESPECT. Who can name them

all?

+ Today brings a new question: What makes a Digital Leader?
+ Inthis lesson, you will learn The Three C’s of being a Digital Leader. You will

also learn about different kinds of digital media. But be careful! At some point,
evil Infollmons will interrupt and try to destroy the Digital World.

« Please stop once you finish Mission 5.

DQWorld.net (22 minutes: Missions 12 mins. + Optional Workbook 10 mins.)

QVideo: 5 min @ Workbook: 5 min

J.J.is a charismatic 9-year old boy who struggles in elementary school.
He and Nana, his optimistic classmate, discuss the wonders of the Digital

Mission World.

Be a Digital

Students will learn what makes a Digital Leader, including the Three C’s and
the DigitalLeader’sCreed.

+ The Three C’s of being a Digital Leader
- Command - Take control of digital use in responsible, effective ways
- Co-Create - Realize new ideas by using technologies and media

Leader - Change - Make differences and solve issues (health, education,

environment)

+ The Digital Leader’s Creed
-“Love and respect! Treat others as you want to be treated!”

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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QVideo + Chat: 5 mins @ Workbook: 5 min
MiSSion Nana shows J.J. various kinds of digital media, and J.J. is amazed by its
variety.

Students will learn that we encounter many varieties of digital media when
we are in the Digital World.

What Type of
Digital Leader
Are You?

+ Digital media is everything in electronic form on the internet
- This includes messages, pictures, songs, videos, news, websites
and more
+ The Digital World:
- is the experience of exploring digital media online
- connects real people with real thoughts and feelings

Qvideo: 2 mins

Dr. Park, a determined computer scientist, creates a program to give
children DQ HERO powers. Suddenly she is attacked by an Infollmon named
Boolee.

Dr. Park downloads the program into a chip and escapes from her lab.
Meanwhile, J.J. is instructed by the principal to bring Lu, a sick
classmate, his homework.

The DQ HERO
Chip

Students will see that “Infollmons,” monsters that represent cyber dangers,
seek to endanger the Digital World by compromising core human values.

Wrap Up Ask

Discu.ssion « Whatdid J.J.s principal ask him to do? Why?

(13 minutes) + What do The Three C’s stand for? Who remembers The Digital Leader’s Creed?
+  Who can name some different kinds of digital media?
+ What global problems can the Digital World help us to solve?
+ What are some things you would like to create by using the Digital World

30
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Lesson 3 - Screen Time Management Part 1

Objective Students will learn how to develop healthy screen time management habits
in order to prioritize their most important tasks. They will learn to recognize
multitasking, to beware of addiction, and to monitor their screen time patterns.
Key 1. Know that multitasking decreases concentration
Learning 2. Beable to recognize, and suggest ways to reduce, distracted behavior
Points 3. Recognize examples of cyberbullying
4. Suggest helpful ways to avoid game addiction
Briefing Say
(5 minutes)

+ Inthe last lesson, you learned about Digital Leadership and digital media.
Can anyone name a kind of digital media?

+ Intoday’s lesson, we will learn about multitasking. Multitasking is when we do
many things at once. Do you multitask? If so, during what activities?

+  We sometimes multitask while on the computer because doing so makes us

feel as if we are accomplishing many things. But multitasking often connects
us to the Digital World for too long, and makes us feel distracted and unable
to concentrate. Today we will learn how to control multitasking and to fight
addiction. Of course, Infollmons would love to see students like you become
addicted - but don’t let them have their way!

+ You can now login to DQWorld.net. Please stop after completing Mission 10.

DQWorld.net (25 minutes: Missions 15 mins. + Optional Workbook 10 mins.)

OVideo: 5 min + Game: 5min @ Workbook: 5 min

J.J.is distracted from homework because he is multitasking on his phone
and computer. Nana informs J.J. that multitasking decreases concentration

MiSSiOI‘I and suggests tips for him to focus on his essay.

Students will learn the negative consequences of multitasking and learn
ways to reduce feelings of distraction.

+ Multitasking decreases concentration

Controlling - Digital media can be a distraction that causes long-term stress
Multi-tasking

«  Ways to reduce distracted behavior include:
- Turning off phones and computers when reading
- “Giving the brain a break”

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Mission

The Bump

Mission

O

Preventing
Game
Addiction

One Bad
Message

Too Much
Game Time

OVideo: 1min

Dr. Park protects the DQ Chip from Infollmons by fleeing into town. She
crashesinto J.J., who is too busy playing his game to watch where he is

going.

Dr. Park sneaks the chip into J.J.s pocket, and continues her escape.
Students will see a consequence of being preoccupied with a digital device.

@Chat + Survey + Video: 6min @ Workbook: 5 min

Snow White loves playing games just a bit too much. Find out what happens
when someone becomes a game addict.

Students will learn that kids can become an “Inzomb”, a slave of infollmons,
if they forget to do homework, eat, sleep, and spend time with friends and
family due to being addicted to games.

0 Video: 1min

Lu is persuaded by Boolee to seek revenge against people who have bullied
him online — cyberbullies.

Students will see how very simple unkind behavior can cause deep
resentment in others. Even one bad message can count as cyberbullying.

© video: 1min

J.J. arrives at Lu’s house, only to find Lu’s room empty and eerily lit by
a computer screen. J.J. leaves Lu’s homework outside his door. Upon
returning home, J.J. is scolded by his mother because his phone was
confiscated for playing games during school.

Students will see how excessive online use can result in addictive
behavior and negative consequences in school.

Wrap Up

Discussion .

(15 minutes)

32

Why did Dr. Park bump into J.J. as she was fleeing the Infollmons?

What is an “Inzomb”? Do you know anyone who acts like one?

Why do we need to take breaks from gaming?

Who can name a healthy activity to do whenever we feel the urge to play games?
Can you think of good computer use rules to fight game addiction?
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Lesson 4 - Screen Time Management Part 2

Objective Students will learn how to develop healthy screen time management habits
in order to prioritize their most important tasks. They will learn to recognize
multitasking, to beware of addiction, and to monitor their screen time patterns.

Key 1. Understand that all playtime had on digital devices counts as “screen time”
Learning - Homework and study done on digital devices does NOT count as screen time
Points 2. Know that too much screen time is bad for health

3. Name some harmful effects of excessive “screen time”

4. Understand self control, and one’s own “screen time” habits

5. Know how to balance “screen time” with other responsibilities using “The 3-2-1

Rule”

Create a “Screen Time Pledge”

Know the importance of sharing online activities with parents
8. Create a “Family Media Pledge”

No

Briefing Say
(5 minutes) + Inthe last lesson, we saw what happens when we grow addicted to our screens.
Does anyone remember a harmful effect of having too much screen time?

+ Today we will examine our own screen time habits. We will also discover “The

3-2-1 Rule” that helps us make time for our most important responsibilities.
Finally, we’ll make a family media pledge to make sure we don’t become

an “Inzomb” - who, as you know, is someone who forgets to take care of
responsibilities and loved ones. By managing our screen time well, we can
maintain self control to create a balanced lifestyle that is responsible, healthy,
and fun!

+ You may begin. Please stop after completing Mission 15.

DQWorld.net (40 minutes: Missions 20 mins. + Optional Workbook 20 mins.)

° Survey + Video: 7Tmin @ Workbook: 5 min

Nana notices that J.J. is irritable in school. She helps J.J. realize that taking
a break from screens could be a helpful solution for him. By managing his
screen time, J.J. starts to feel better and spend more time participating in
other activities.

Mission

Students will see that spending too much time on their digital devices can

Harmful Effects cause negative moods and other mental consequences.
of Excessive
Screen Time « Too much screen time causes:
- Frustration and anger
- Addiction

- Difficulty focusing, i.e., a shortened attention span

33
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e Chat + Facts: 5 min @ Workbook: 5 min

Mission
Students will learn the importance of self-control and the harmful effects of
too much screen time.

. « Self-controlis the ability to control feelings, thoughts and actions, and
Self-Control in to wait patiently for better rewards later while making moral, selfless
Digital Use decisions

QFact + Pledge: 3min @ Workbook: 5 min

Students will learn to manage their screen time with the 3-2-1 Rule. They
will also create a “Screen Time Pledge” that will be automatically emailed
to parents.

Mission

« Screen time refers to time spent in front of any screen (e.g. TV, tablet
PC, computer, or mobile phone) for entertainment
Balancing « Screen time must be balanced with other responsibilities

Screen Time e “The 3-2-1Rule”

3: Play games less than 3 times a week
2: Limit total screen time to less than 2 hours a day
1: Play games for less than 1 hour a day

QVideo: 1min

Mission

J.J. discovers the DQ Chip in his pocket and plugs it into his phone. The chip
suddenly teleports J.J. to DQ World.

Students will watch as J.J. physically enters the DQ World for the first time.

e Chat + Pledge: 4 min @ Workbook: 5 min

Mission Students will learn about healthy media habits within their family. They
will also create and submit a “Family Media Pledge” that will be emailed to
parents automatically.

+ Healthy media habits include:
+ Regularly discussing with parents what you do online
Family Media - Friending, messages, camming
Rule (using a video camera, live, to exchange ideas)
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Wrap Up
Discussion
(Optional)

Ask

What does “The 3-2-1 Rule” teach us?

Raise your hand if you have more than 2 (or 4 or 6) hours of screen time each
week. What are harmful consequences of having too much screen time?
What is self-control? Does anyone have a good idea to improve self-control?
What is profile privacy? Why do we need it?

Have your parents ever scolded your screen time habits? Tell us about it.

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Lesson 5 - Screen Time Management Part 3

Objective Students will learn how to develop healthy screen time management habits
in order to prioritize their most important tasks. They will learn to recognize
multitasking, to beware of addiction, and to monitor their screen time patterns.
Key 1. Learn to prioritize tasks (family, friends, and responsibilities vs. screen time)
Learning 2. Understand there are consequences for NOT completing responsibilities
Points 3. Take the Screen Time Management Quiz

Teachers may preview quiz questions in “Quiz Answer Key,” available in the
DQ World Teacher’s Admin under “Teacher’s Materials”. Today’s briefing

is longer so that teachers may briefly touch upon key concepts and clarify
misunderstandings before students take the Screen Time Quiz.

« Screen Time Quiz Topics:

1. Controlling Multi-tasking

2. Preventing Game Addiction

3. Harmful Effects of Excessive Screen Time
4. Self-Control in Digital Use

5. Balancing Screen Time

6. Family Media Rule

Briefing
(10 minutes)

38

Say

« Inthe last lesson, we learned about self-control. How much screen time does a
person with good self-control have? Based on your own screen time, do you
think you have good self control?

« Today, we will think about responsibility. What are your most important
responsibilities? What might happen if you ignored them?

+ Sometimes, we might get so addicted to posting, watching, and playing games
online that we forget what is most important. We will soon learn to prioritize
tasks, and see the consequences of ignoring responsibilities.

+  Finally, we must put our DQ HERO knowledge to the test and pass the Screen
Management Time Quiz. Does anyone have questions before the quiz?

+ Getready to show what you know! Please stop after you complete the Screen

Time Management Quiz in Mission 17.
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QFacts + Game: 5 min @ Workbook: 5 min

Students will learn to set priorities by importance, and the consequences of
ignoring responsibilities.

+ Setting priorities means:

+ Knowing how to separate tasks by level of importance, with most

Managing Time important tasks coming first

and Priorities + Considering the consequences of NOT doing particular tasks:
- Not spending time with family and friends can result in poor
relationships

- Not eating and sleeping can make you unhealthy and unfocused

@IOmin

Have your students read and respond carefully to the quiz questions. The
quiz can only be taken once. Students who finish early could:

«  Explore the DQ World map in more detail

Screen Time + Complete unfinished workbook assignments

Management + Look for a classmate who has very different screen time habits, and talk
Quiz about their habits together

Wrap Up Ask
Discu.ssion «  What are some consequences of not sleeping on time? Of not eating?
(15 minutes) + What are consequences of not spending time with friends and family? Of not
doing homework?
+ Could someone name three responsibilities that you have? Can you prioritize
those responsibilities from most important to least important?

+ How can managing your screen time help you prioritize your tasks?

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Lesson 5 - Screen Time Management Part 3

Objective Students will learn how to develop healthy screen time management habits
in order to prioritize their most important tasks. They will learn to recognize
multitasking, to beware of addiction, and to monitor their screen time patterns.

Key 1. Learn to prioritize tasks (family, friends, and responsibilities vs. screen time)
Learning 2. Understand there are consequences for NOT completing responsibilities
Points 3. Take the Screen Time Management Quiz

Teachers may preview quiz questions in “Quiz Answer Key,” available in the
DQ World Teacher’s Admin under “Teacher’s Materials”. Today’s briefing

is longer so that teachers may briefly touch upon key concepts and clarify
misunderstandings before students take the Screen Time Quiz.

« Screen Time Quiz Topics:

1. Controlling Multi-tasking

2. Preventing Game Addiction

3. Harmful Effects of Excessive Screen Time
4. Self-Control in Digital Use

5. Balancing Screen Time

6. Family Media Rule

Briefing Say

(10 minutes) + Inthe last lesson, we learned about self-control. How much screen time does a
person with good self-control have? Based on your own screen time, do you
think you have good self control?

« Today, we will think about responsibility. What are your most important
responsibilities? What might happen if you ignored them?

+ Sometimes, we might get so addicted to posting, watching, and playing games
online that we forget what is most important. We will soon learn to prioritize
tasks, and see the consequences of ignoring responsibilities.

+ Finally, we must put our DQ HERO knowledge to the test and pass the Screen
Management Time Quiz. Does anyone have questions before the quiz?

+ Getready to show what you know! Please stop after you complete the Screen

Time Management Quiz in Mission 17.

40
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QFacts + Game: 5 min @ Workbook: 5 min

Students will learn to set priorities by importance, and the consequences of
ignoring responsibilities.

+ Setting priorities means:

+ Knowing how to separate tasks by level of importance, with most

Managing Time important tasks coming first

and Priorities + Considering the consequences of NOT doing particular tasks:
- Not spending time with family and friends can result in poor
relationships

- Not eating and sleeping can make you unhealthy and unfocused

@IOmin

Have your students read and respond carefully to the quiz questions. The
quiz can only be taken once. Students who finish early could:

«  Explore the DQ World map in more detail

Screen Time + Complete unfinished workbook assignments

Management + Look for a classmate who has very different screen time habits, and talk
Quiz about their habits together

Wrap Up Ask
Discu.ssion «  What are some consequences of not sleeping on time? Of not eating?
(15 minutes) + What are consequences of not spending time with friends and family? Of not
doing homework?
+ Could someone name three responsibilities that you have? Can you prioritize
those responsibilities from most important to least important?

+ How can managing your screen time help you prioritize your tasks?

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Lesson 6 - Privacy Management Part 1

Objective Students will learn how to manage online privacy in order to protect their personal
information. They will learn what kinds of information is considered personal, why
it isimportant to protect it, and how to hide it from public access.

Key 1. Recognize various forms of personal information
Learning 2. Know the importance of keeping privacy on social media
Points 3. Recognize what type of sites and apps are considered Social Media
(Facebook, YouTube, Snapchat, Instagram, chatting apps, etc.)
4. Understand the danger of sharing personal information (contact information,
photos, and videos) on Social Media/Social Networking Sites (SNS) and apps
5. Recognize the “Infollmons’ 5 Deadly Attacks”
6. Create a “DQ Shield Pledge”
Briefing Say
(5 minutes) « Inthe last lesson, we learned about prioritizing our important responsibilities.

Who can name a responsibility that is more important than playing online
games?

Now, raise your hand if you’ve ever posted photos of yourself to a website
or app where strangers can see it. Why did you do this? Also, have you ever
accepted a friend request from someone you’ve never met in person? Why?

Today, a troublesome new Infollmon, ‘Snooper, is stealing personal
information. If you have used Snapchat, Facebook, or YouTube, Snooper might
have already stolen information from you!

Social media sites are great for Infollmons who love to spy on innocent digital
travelers all over the world. We must learn to defend ourselves and our friends
from these online attacks by recognizing what kind of information Infollmon
Snooper is after.

It’s time to enter Zone 2. Don’t forget to click around your surroundings for
clues.

DQWorld.net (30 minutes: Missions 20 mins. + Optional Workbook 10 mins.)

Left Behind

42

oVideo: 3min

J.J. wakes up in the Digital World and finds Lu trapped. Confronted by evil
Infollmons, J.J. runs away, leaving Lu surrounded. Although J.J. escapes,
Boolee instructs Snooper, a sneaky hacker Infollmon, to scour his personal
information.

Students will see how personal information can be stolen by others.
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Mission

Personal
Information

Keeping
Privacy on
Social Media

QSurvey +Video+ Chat: 7 min @ Workbook: 5 min

Safe, a FORCE that helps DQ HEROES, teaches everyone about how to keep
personal information safe.

Students will be shown many examples of personal information in order to
strengthen recognition. They will also learn how to guard the personal
information of others as they would their own.

« Types of personal information include: (e.g. TV, tablet PC, computer, or
mobile phone) for entertainment
- Full names, phone numbers, passwords
- Addresses, school names, trusted locations
- Photos with strangers
« Theinformation of family and friends must also be treated with care

QFacts + Survey + Pledge: 10 min @ Workbook: 5 min

Students will learn what personal information is gathered from popular
social networking sites (SNS), along with tips to prevent falling victim to
privacy invasion.

« Personal information is gathered on social media sites (YouTube,

Facebook, Instagram, Snapchat, Club Penguin, etc.)
«  Who can see your profile
- Privacy settings can be modified to deter unwanted contact
+ Reject friend requests from strangers
« Cover webcam when not in use

+ TheInfollmons’ 5 Deadly Attacks
1. Personal Information
2. New Online Strangers
3. Spam and Scam (e.g. clicking a free offer)
4. Inappropriate Content
- Always tell an adult if inappropriate content is received - don’t
shareit!
5. Cyberbullying
- “Block the user and do not reply. Save the evidence and show an
adult!”

+ Adding strangers as new friends can be dangerous. If in doubt, check
with a trusted adult.

+ Create a DQ Shield Pledge

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Wrap Up
Discussion
(10 minutes)

44

Ask

What does Snooper do when J.J. runs away in Mission 18?
Can anyone remember what personal information is? Please provide an
example.
What can you do to help keep your personal information private? (setting
profiles to private, refraining from sharing contact information such as
address, full name, location, etc.)
What kinds of things should be private on your online profile?
What are the Infollmons’ 5 Deadly Attacks?

- What are the 3 steps to take if you are being cyberbullied?

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.



DQworld

Lesson 7 - Privacy Management Part 2

Objective Students will learn how to manage online privacy in order to protect their personal
information. They will learn what kinds of information is considered personal, why
it isimportant to protect it,and how to hide it from public access.

Key 1. Know how to protect others privacy with “The 3 W’s” (What, Why, Where) that
Learning must be asked before uploading a friend’s personal information
Points 2. Know the meaning of privacy

Know about Internet privacy rights, and the importance of reviewing privacy
policies

Understand the term “third party”
5. Take the Privacy Management Quiz

Teachers may preview quiz questions in “Quiz Answer Key,” available in the
DQ World Teacher’s Admin under “Teacher’s Materials”. Today’s briefing

is longer so that teachers may briefly touch upon key concepts and clarify
misunderstandings before students take the Privacy Quiz.

« Privacy Quiz Topics:
1. Personal Information
2. Keeping Privacy on Social Media
3. Protecting Others’ Privacy
4. Internet Privacy Rights

Briefing Say
(10 minutes) + Inourlast lesson, we learned how to protect our privacy on Social Networking
Sites. Can anyone remind us of one way to do this?

«  Now, we will think deeper about privacy. Raise your hand if you use Facebook,
Twitter, or Instagram. Have you ever uploaded photos of yourself or your
friends online?

+ Do you know who can see the things you post? Today we will learn about
protecting other’s privacy and Internet privacy rights. Being able to protect our
privacy online will keep us safe from many Infollmon attacks!

+ Inthe end, we must defeat Snooper in the Privacy Management Quiz. Does
anyone have questions before we start?

+ Getready! Please stop after you completed the Privacy Management Quiz in
Mission 23.

45
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DQWorld.net (30 minutes: Missions 20 mins. + Optional Workbook 10 mins.)

@ Chat + Comic + Facts: 5 min @ Workbook: 5 min

Students will learn the importance of protecting others’ personal
information, including what they need to ask and tell before uploading
Mission photos, videos, andother items.

+  Get permission from friends when uploading info, photos, or videos of
them
+  Online attacks can happen to friends as a result of your upload

Protecting + Inform friends of 3 things when uploading their personal information:
Others’ 1. What is being posted (is it a video, a photo, or personal
information?)
2. Why it’s being posted (For fun? For other reasons?)
3. Where it will be posted (YouTube? Somewhere else?)
- Each friend included in the photo/video/information should be
asked for permission

Privacy

Q Facts + Survey: 5 min @ Workbook: 5 min

Students will learn that unprotected personal information is dangerous.
They will also learn basic privacy terminology.

MiSSiOI'I « Astranger having access to your personal information without
permission is dangerous

« Privacy is a basic human right (Article 16-Protection of privacy, the UN
Convention on the Rights of the Child.)

+ You decide who has your personal information:
Internet «  Sites like Facebook share personal information such as
Privacy Rights photos and videos, birth date, location, and relationships

« People or companies who have access to your private information can
contact you, sell you unwanted things, or even sell your information to
other companies

+  Every website and app should have a privacy policy that explains how
they use your personal information

« Beaware of any “third party”
«  “Third party” refers to a stranger who is neither you (the first

+  Privacy means having full control over your own personal information

party) nor the website you are connecting with (the second party)
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Mission

Privacy
Management

Quiz

@ 10 min

Have your students read and respond carefully to the quiz questions.
The quiz can only be taken once.

Students who finish early could:

+ Explore the DQ World map in more detail

+ Complete unfinished workbook assignments

« Look for a classmate who uses the same SNS, and talk about their own
privacy settings

Wrap Up Ask

Discussion .
(5 minutes)

If you are going to upload a picture of your friends, what should you ask them
first? (The three W’s)

Why should we ask our friends for permission before uploading info, photos, or
videos about them?

What is privacy? Why do we care if it’s protected, or not?

Raise your hand if you have ever read a privacy policy before using a SNS site.
What does the “third party” mean? Where might you find this term?

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Lesson 8 - Cyberbullying Management Part 1

Objective Students will learn how to identify, diffuse, and prevent cyberbullying situations.
They will learn how to detect cyberbullies, be able to recognize the roles of
cyberbullying, and understand the importance of seeking help in order to protect
themselves and others from cyberbullying.

Key 1. Understand the meaning of cyberbullying

Learning 2. Know what cyberbullying is by knowing the phrase, “Cyberbullying H.U.RT.s”
Points 3. Be able to identify types of cyberbullying and cyberbullying situations
Briefing Say

(5 minutes)

+ Inourlast lesson, we were taught that it is important to protect the privacy of
ourselves and our friends. Does anyone remember “The Three W’s”?

+ Today, we will consider a new problem: Bullies. Do you know what a bully is?

A bully is someone who uses his or her power over another person in a hurtful
way. Have any of you ever met a bully? How does a bully behave?

+ Did you know that bullying can also happen in the Digital World? It may not be

physical, but it can still hurt very much. It’s called “cyberbullying,” and it is

a real problem. Today, we are going to learn how to recognize cyberbullying
situations so that we can better protect our friends and ourselves from being
‘HURT.

+ You may begin. Please stop after you complete Mission 27.

DQWorld.net (27 minutes: Missions 12 mins. + Optional Workbook 15 mins.)

Mission OVideo: 1min

Boolee urges Lu to get revenge on J.J. for not standing up for him.

Students will recognize thoughts that may lead to cyberbullying.
Lu Under

Pressure

Q Comic + Survey + Chat: 2 min @ Workbook: 5 min

Mission

Students will learn that cyberbullying happens in various settings and will
chat with Lu about getting revenge on cyberbullies.

Detecting
Cyberbullying

48
©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.



DQworld

Q Facts: 2 min @ Workbook: 5 min

Students will learn about where cyberbullying occurs and know what
cyberbullying entails.

+  Cyberbullying is the act of using the Internet, cell phones, video games,
or other digital devices to do something mean or hurtful on purpose to
others

+  “Cyberbullying HURTs”:

e Harmful on purpose
+ Itis done with the intention of hurting someone
+ Bullying is different from “teasing”
+ Teasingis meant to deepen a friendship by being funny
What is - Afriend can be asked to stop teasing if it is hurtful
Cyberbullying? * Usespower ,
«  Cyberbullies want to feel powerful and often pick on someone
who is weaker, not as popular, or cannot defend themselves
« Ripples
+ Eventhough a hurtful message is sent once, it can spread virally,
or uncontrollably, to many friends or even be posted on a
webpage that many people can see
« Technology carries the messages
+  Cyberbullying happens through mobile phones, text messages,
emails, instant messages, chat rooms, social networking sites,
and other technology tools

Q Facts + Video: 7 min @ Workbook: 5 min

Students will learn to identify types of cyberbullying in order to help them
avoid taking part in cyberbullying situations. Students must thoroughly
click on all videos within each E-nail slide.

+  Boolee harms his victims with his “deadly e-nails”
« E-nails are emails, texts and chats containing mean message

+ Recognize types of e-nails
+ E-nail 1: Pretending to befriend someone
+ Little Red Riding Hood tells an online friend where her
grandmother lives. This mistake leads to the Big Bad Wolf
finding grandmal!

Identifying
Types of
Cyberbullying

+  “What happens when Red Riding Hood tells her “friend” where
her grandma lives?”
-Answer: “The Big Bad Wolf finds grandma and tries to eat her,
but grandma beats him up!”
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Lesson 9 - Cyberbullying Management Part 2

Objective Students will learn how to identify, diffuse, and prevent cyberbullying situations.
They will learn how to detect cyberbullies, be able to recognize the roles of
cyberbullying, and understand the importance of seeking help in order to protect
themselves and others from cyberbullying.

Key 1. Be aware that involvement in cyberbullying can occur unknowingly
Lea;\rning - There are 4 different roles of cyberbullying
Points 2. Know how to diffuse a cyberbullying situation
- We can take 5 steps to diffuse a cyberbullying situation
3. Know the 3 steps to take when being cyberbullied
4. Understand the 9 things to help deal with cyberbullying situations
Briefing Say

(4 minutes)

Last class, we learned that cyberbullying “HURTs”. Can you remember what
HURT stands for?

Have you or a close friend ever been cyberbullied? It can be pretty awful. What
do you think motivates a cyberbully? Do you think that you could ever be one?

Today, we will take a closer look at cyberbullying and how we can help stop it.
Remember, cyberbulling shouldn’t be ignored just because it happens on a
digital device. It a real problem that can affect our lives both online and offline.

You may begin! Please stop after you’ve finished Mission 31.

DQWorld.net (31 minutes: Missions 16 mins. + Optional Workbook 15 mins.)

Mission

Involved in

@ survey + Comic +Activity : 4 min (8 workbook: 5 min

Students will learn the four roles of cyberbullying to help them understand
how involvement of cyberbullying can occur unknowingly. They will also learn
how to be an “up-stander” in order to help victims of cyberbullying situations.

«  Examples of cyberbullying:
+ Making fun of someone by posting or sending stories, jokes, or pictures
about them

Cyberbullying +  Excluding them from an online group

Unknowingly

52

+ Sending or posting untrue things about someone

+ Entering and/or changing someone’s email, website, or computer
without their permission

+ Pretending to be someone in order to make them look bad or get them
in trouble
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Mission

Involved in
Cyberbullying
Unknowingly

Diffusing a
Cyberbullying
Situation

Viral Virus

The 4 different roles of cyberbullying
+  Bully: The child who starts the bullying and plays the leader
+ Victim: The child who is being bullied
+ Supporter: The child who is attracted to the bullying act and
takes partinit
«  By-stander: The child who does not like the bullying act but
doesn’t want to get involved

You can be an up-stander whenever you choose to speak up for a
cyberbully victim

Victims of cyberbullying can follow the same three steps from mission 20

« Stop/Block the user and do not reply
« Savetheevidence
o Tell/Show an adult

QFacts: 2min @ Workbook: 5 min

Students will learn that the Internet is a place where people from different
backgrounds, countries and cultures share thoughts and opinions. Very
often, people will argue about things online.

Students will learn steps to take that will diffuse online disagreements.

Know to take these 5 steps when receiving mean or hurtful messages:

1. Take time out - Reply after taking a time out to calm down

Rule your emotions - Respond after anger subsides
parties responding with unkind words and insults

way that prevents the argument from getting out of hand

their views but disagree with them

Beware of starting a flame war - Angry replies often result in both
Decide to de-escalate - Figure out how to respond to someone in a

Look for areas of agreement - Find a peaceful way by first finding
things that you both agree on. You could tell them that you respect

OVideo: 2min

Lu, under Infollmon Boolee’s control, hacks into J.J.s account and insults his
friends with negative messages. As a result, J.J. feels helpless.

Students will see how being a cyberbully can emotionally harm others and
cause negative impacts upon the real lives of others.
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@ survey + Chat + Video + Game: 8 min (@) workbook: 5 min

Learn how to manage emotions and be smart when in cyberbullying
situations.

Mission

Students will learn how to react to cyberbullying situations in a calm and
effective manner.

+  Remember to stop and don’t reply, save the evidence (take

. . screenshots), and tell a parent or teacher when being cyberbullied
Dealing with

e Uy +  Know the 9 tips for dealing with cyberbullying:

1. Don’t respond: Avoid giving satisfaction to a bully by responding

2. Don’t retaliate: Rather than becoming a retaliating cyberbully,
choose to mute or ignore the bully, or simply leave the chat room

3. Save the evidence: Harassing messages can be captured, saved,
and shown to someone who can help
- Save the evidence even if it seems to be a minor issue - in case
things get worse

4. Block the bully: If the harassment is coming in the form of instant
messages, texts, or profile comments, use preferences or privacy
tools to block the person

5. Reach out for help: Talk to a friend or refer the matter to an
authority such as a chatroom moderator, web administrator, or
trusted adult

6. Use reporting tools: Report offensive content to help remove it
- If the abuser threatens you with physical harm, and there is reason
to believe they know who you are or where you live, call the police
and request a report as soon as possible

7. Be civil: Even in anger, don’t sink to the level of a cyberbully
8. Don’t be a bully: Consider your words and temper your aggression

9. Be an upstander, not a bystander: Stand up for the other people
in the online community and do so as respectfully as possible

Wrap Up Ask
:’li:‘:r:;'s::e“s) « How does Lu decide to take revenge on J.J. in the Mission 30 video?
+ What s cyberbullying? What kinds of things does cyberbullying include?
+ What are the 4 different roles of cyberbullying?
« Whatis the difference between a bystander and a supporter?
+ Canyou remember the 5 steps to take when receiving hurtful or mean

messages?
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Lesson 10 -

Cyberbullying Management Part 3

Objective Students will learn how to identify, diffuse, and prevent cyberbullying situations.
They will learn how to detect cyberbullies, be able to recognize the roles of
cyberbullying, and understand the importance of seeking help in order to protect
themselves and others from cyberbullying.

Key 1.
Learning 2.
Points

Recognize who your trusted adults are
Know when to seek help from trusted adults

3. Take the Cyberbullying Management Quiz

Briefing Say

(4 minutes)

In our last lesson, we learned that cyberbullying involves more than just two
people. Can anyone tell me the difference between a by-stander and an up-
stander? Who can tell us the 3 things you should do when being cyberbullied?

Sometimes, we can’t handle troublesome situations like cyberbullying on

our own. When you’re in trouble, do you have someone you can ask for help?
Today, we are going to learn when we should seek help from a trusted adult.
Who do you think a trusted adult could be? By knowing when to seek help from
our trusted adults, we can better protect ourselves and our friends.

Finally, we must pass the Cyberbullying Management Quiz and advance to Zone
4! Does anyone have questions before we start?

Please stop once you have finished the Cyberbulying Management Quiz in

DQWorld.net (25 minutes: Missions 15 mins. + Optional Workbook 10 mins.)

Mission

Who are My

Trusted Adults

Q Comic + Survey: 2 min @ Workbook: 5 min

Students will learn who qualifies to be a trusted adult, and be encouraged to
identify trusted adults they know.

+ Trusted adults are people you can look up to and rely on
« Trusted adults are willing to be with you to help you when you are in
trouble
+ Be quick to tell trusted adults when you see a potential cyber danger,
no matter how small
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QVideo + Facts + Survey: 3 min @ Workbook: 5 min
o o Raz, a TITAN, accepts a new friend request and must learn to use the
Mission TELEPORT Power to tell an adult!

Students will learn to seek help from trusted adults when being uncomfortably
contacted by online strangers.

When to Seek «  Online strangers may seem nice, but you must not trust them
Help « Seek help from a trusted adult, parent, or teacher if:

»  You are receiving threats

»  You are being asked to meet a stranger

+ You are sharing personal information

@ 10 min

Have your students read and respond carefully to the quiz questions. The
quiz can only be taken once.

Students who finish early could:

Cyberbullying

Management
quiz + Complete unfinished workbook assignments

+ Look for a classmate who has been an up-stander in a bullying situation
and share their stories

+ Explore the DQ World map in more detail

Wrap Up Ask
Discussion «  Whois atrusted adult? Name someone who is a trusted adult for you.
(10 minutes) . .
+ Besides a trusted adult, who can you seek help from when you find trouble
online?
« Forwhat kind of trouble should you seek help from a trusted adult?
« Does anyone feel like they don’t have a trusted adult to turn to?

+ Has anyone ever asked a trusted adult for help because of something that
happened in the Digital World? What happened?
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Lesson 11 - Digital Citizen Identity Part 1

Objective Students will learn about how the internet works and what it means to be a digital
citizen. They will learn about online and offline personas, online integrity, and how
to facilitate a friendly and supportive community while in the Digital World.

Key Understand the basics of how the Internet works

Learning Be able to recall the Digital Leader Creed

Points Know the meaning of global citizen

b H

Know the four steps to foster global citizenship
Contemplate one’s own future goals and dreams

This lesson contains 4 workbook pages. If necessary, save time by limiting wrap up

discussion or by assigning workbook lessons as homework.

Briefing
(4 minutes)

Say

In our last lesson, we learned how to diffuse cyberbullying, and when to tell a
trusted adult about trouble on the Internet. These important actions keep our
Internet safe and trusted.

But have you ever stopped to ask yourself - how does the Internet work?

Does anyone have an idea? It may seem like magic, butitis actually a
fascinating technological operation. Today, we will learn about the Internet and
how it works. Thanks to the Internet, we can realize our dreams much easier
than before. You do have dreams as a Digital Leader, don’t you?

We will also learn about what it means to be a global, or digital, citizen. By

being a good digital citizen, we can spread kindness, creativity, and joy to
billions of people!

You may begin. Please stop after completing Mission 41.

DQWorld.net (40 minutes: Missions 22 mins. + Optional Workbook 18 mins.)

OVideo: 2 min

Master Naam, the guardian of the DQ World, rescues J.J. from the attacks of
Boolee and his minions.

Students will watch as Master Naam saves J.J. from trouble.

Here with You
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Mission

How Does the
Internet Work?

Mission

Ovideo: 4 min @ Workbook: 5 min

Nana teaches J.J. how the Internet works.

Students will learn about the technology that makes the Internet work.

e TheInternetis short for “Interconnected Network”

+ The network is made of millions of computers, connected by wires
around the earth

+ Phones use radio signals set to a router, called wifi, which is also
connected by wires

«  Websites exist on a server, which is a computer that hosts the website

« Eachserver has a unique Internet address called an Internet protocol

(IP) address

+ AnIP address is a long series of numbers that identifies a computer

and - allows computers to communicate

+ Byremembering the website address, the computer will find the IP

address for you
«  You can find your computer’s IP address by googling “What is my IP
address?”
+ Every photo uploaded to the Internet is broken into little parts known as
packets
«  Packets are reassembled when they arrive at the destination
computer

« Ifthereis a lot of traffic, some packets may take longer to arrive,
creating delayed chat, lag, blurry pictures, or lack of sound

+  When you connect through wifi, these packets must travel through the

air

+ Things such as walls or appliances can interfere with a wireless
signal

« The closer the wifi router, the stronger the signal

OVideo: 4 min

While dreaming, J.J. encounters an Infollmon known as Magui, the King of

Lies. J.J. wakes up in the company of Master Naam who informs him that
he is now in DQ World, a place that connects Earth and the Digital World
(referred to by humans as the Internet).

Students will watch a video about J.J.s dream.
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Mission

Digital Leader
Creed

Mission

Being a Global
Citizen

Q Facts: 2 min @ Workbook: 5 min

Students will review the essentials of the Digital Leader Creed and RESPECT

Remember the Number 1 Rule and Creed of all Digital Leaders:
«  “Do unto others as you would have them do unto you”

RESPECT is the virtue that enforces the Digital Leader Creed
+  “Everyone should be treated with dignity for their inherent worth,
be it online or offline”

RESPECT means that you value or admire someone by treating them in
a considerate, courteous and polite manner
«  Your actions reflect your personal values

Be kind to others if you want to be treated kindly
+ Bekind to people even when you don’t like them
«  Everyoneis worthy of respect

O Facts + Survey + Flag Activity : 7 min @ Workbook: 4 min

Students will learn what it means to be a global, or digital, citizen. They will
also learn the importance of facilitating a friendly and supportive online
environment.

Citizen is a word for membership in a particular country, town or city
« Digital citizens are global citizens

“A global citizen is someone who understands interconnectedness,
respects and values diversity, has the ability to challenge injustice and
takes action in personally meaningful ways.” - U.S. Fund for UNICEF
« Global citizenship is not granted by a government
+ Itis a matter of demonstrating characters, values or habits of
mind, body, and spirit as a global citizen in the Digital World

Understand that tolerance is an essential value for global citizens that
helps you to:
+ Respect each other regardless of differences in race, gender,
appearance, culture, beliefs, or abilities
« Stay open to new perspectives and beliefs
«  Reject prejudice, stereotypes, hatred and bigotry

Learn the four steps to foster global citizenship:
1. Respect your own self and take pride in your own culture
2. Welcome differences
3. Look out for similarities in the midst of diversity
4. Never tolerate prejudice and hatred

Students will draw a flag of their country of origin and describe their
cultural heritage
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ovideo: 2 min

Master Naam informs J.J. that Boolee intends to release Magui, the King of
Lies. Magui seeks to control people’s minds. J.J. insists that, as an ordinary
kid, he cannot help. Master Naam tells J.J. that he will be the first of many
DQ HEROES — children who protect what is good in the Digital World.

Students will learn that the Internet is not a game, but a virtual world with

The Calling real consequences.
+  Every child has the ability to uphold what is good within the Digital
World
@ Chat: 5 min @ Workbook: 5 min

Students will be encouraged to think about and articulate their own
dreams, goals, and obstacles.

Wrap Up Ask
Discussion +  Who rescues J.J. in the Mission 35 video?
(Optional)

+  Where does J.J. wake up? How did he get there?

« What does “Internet” stand for? Can anyone summarize how the Internet
works?

+ Who can repeat the Digital Leader Creed?

+ Whatis a global citizen? Can you remember the four steps to foster global
citizenship?
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Lesson 12 - Digital Citizen Identity Part 2

Objective Students will learn about how the internet works and what it means to be a digital
citizen. They will learn about online and offline personas, online integrity, and how
to facilitate a friendly and supportive community while in the Digital World.

Key 1. Know the importance of creating congruent online personas

Learning + These embody integrity and thoughtfulness

Points 2. Understand the importance of presenting one’s true self online
3. Recognize the difference between identity and online persona
4. Know the meaning of integrity and its role in the virtual world
5. Take the Digital Citizen Identity Quiz

Teachers may preview quiz questions in “Quiz Answer Key,” available in the DQ
World Teacher’s Admin under “Teacher’s Materials”. Today’s briefing may be used
in part to briefly touch upon key concepts and clarify misunderstandings before
students take the Digital Citizen Identity Quiz.

Digital Citizen Identity Quiz Topics:
1. Be a Digital Leader

2. Digital Leaders in the Digital World
3. How Does the Internet Work?
4. Digital Leader Creed
. Being a Global citizen
. What’s My Dream?
. Congruent Online and Offline Identities
. Integrity of Online Persona

Briefing
(10 minutes)

Say

+ Inour last class, we learned about the four steps to foster global citizenship.
Can anyone remember one of those steps? We also spoke about how to be a
good global citizen, and a good digital citizen. We learned to respect ourselves
and others when we are online.

« Today, we will learn about the difference between your real identity and online
persona. Can anyone guess what the term “online persona” means? We will
also see how creating an online persona with integrity, or honesty, can help
foster a fun online experience.

+ Finally, we must put our knowledge to the test in order to pass the Digital
Citizen Identity quiz. Does anyone have questions?
+ Please stop once you’ve completed Mission 45.
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DQWorld.net (30 minutes: Missions 20 mins. + Optional Workbook 10 mins.)

Ovideo: 1 min

Mission

J.J. meets RAZ, the last TITAN - the Titan of Respect.

RA7Z Students will be introduced to RAZ, J.Js new companion.

The TITAN

0 Survey + Comic: 3 min @ Workbook: 5 min

Mission Students will learn why it is important to behave with integrity while online.
« Understand the meaning of a fake persona when online
« Anonline persona can affect who you are offline
« J.J.maybe a good team player when offline, but when online, he plays
selfishly and criticizes others in order to boost his sense of popularity
and power. He begins to take on the role of his virtual character rather
than maintain his real world personality.

Congruent
Online and
Offline

Identities «  Know importance of creating an online persona with integrity and

thoughtfulness

O Facts + Chat + Video: 8 min @ Workbook: 5 min

Students will learn the difference between one’s own identity and online
persona and the importance of upholding integrity while online

«  Know the difference between identity and online persona

o + Identity is the complete set of characteristics that define who you are -

Mission your attributes, your character, and your personality

« Online persona is your social identity - how you present yourself
online

«  With selected sharing and filtering, we customize our online persona

+ Although there often is a disconnection between identity and online

. persona:

Online + alarge disconnection between identity and online persona can lead

Persona to unhappiness

+ afalseonline persona can result in a self-absorbed ego, especially
when its goal is to acquire “likes”, “followers”, and “comments”

Integrity of

+ Itisimportant to uphold integrity for our online-selves
+ Integrity means “being honest, undivided, and upright to the
principle”
+  “Choose to be honest and trustworthy even when nobody is
watching”
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Digital Citizen
Identity Quiz

@8 min

Have your students read and respond carefully to the quiz questions.
The quiz can only be taken once.

Students who finish early could:

+ Explore the DQ World map in more detail

«  Work with a partner on unfinished workbook assignments

« Find a classmate who has a similar / different online persona, and talk
about it

Wrap Up Ask

Discussion .
(5 minutes)

Who did J.J. meet in the Mission 42 video?

In the comic, how did J.J. act differently online than in real life? Why does he
do this?

What does it mean to present your “true self” online? What is a fake persona?
What is integrity? Name a behavior that shows it.

What did you think of the man with no arms and legs from the video in Mission
447 Did he seem happy? Why?
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Lesson 13 - Digital Footprint Management Part 1

Objective Students will learn how manage their digital footprints in order to protect
themselves from online attacks. They will learn to carefully consider, monitor, and
manage their online activity to help avoid negative real world consequences.

Key 1. Know what isincluded in a digital footprint
Learning 2. Know what digital footprints reveal, and what strangers can do with this
Points 3. Know what “digital footprints are persistent” means

4. Understand the importance a good digital reputation

This lesson contains 4 workbook pages. Save time by limiting wrap up discussion or

by assigning workbook lessons as homework.

Briefing Say

(5 minutes) + Inthe last lesson, we learned about real identities and online personas. Does

anyone recall the difference between these two?

+  We might think that our real selves are the only things that can leave footprints.
In fact, our online personas can as well.

+ Do you know that almost everything you do online leaves a virtual trail about
you for others to see? Even going to a website leaves information about your
visit!

+ Today, we are going to learn about these “digital footprints” and why it is
important to be careful with our online activity. Infollmons love to track our
digital footprints! This is why we must think carefully about what information
we are creating online.

+ You may begin. Please stop after completing Mission 50.

DQWorld.net (40 minutes: Missions 20 mins. + Optional Workbook 20 mins.)

QVideo: 3 min

Mission

J.J. and Master Naam head towards Guardian’s Gates, a safe place within
the DQ World, where J.J. will train to be a DQ HERO with the two DQ Knights:
Discerning Heart and New Heart.

Guardian’s Students will notice a turning point as J.J’s begins training to become a
Gates DQ HERO.
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Q Facts + Survey: 3 min @ Workbook: 5 min

Students will learn that everything that is said or done online leaves a trail
known as a “digital footprint”

Mission

« Adigital footprint is everything on the Internet that is about a user,
including:
«  Photos, memes, and videos of you posted by you or other people
»  Your email, texts, blog posts and comments on social media

What is Digital + Information on your visit to a website, searching for info or filling
Footprint? out a form online

«  What other people say about you online

+ Digital footprints are often permanent and beyond the ability to change
or delete

Q Facts + Video: 4 min @ Workbook: 5 min

Nana and J.J. discuss the dangers of befriending strangers online.

Students will learn how digital footprints can result in being found by online
strangers, and that this poses a real life threat.

« Adigital footprint can include personal information such as:
« Address or phone numbers
+ Details about your friends and family
« Embarrassing pictures or videos

«  Things that you didn’t mean to let other people see

«  Onceyour digital footprint is on the Internet, anyone can search for your

Digital personal information
Footprints
Reveal «  Online strangers can use digital footprints to:

Personal Info + Pretend to be someone they are not, in order to gain trust

+  Monitor the actions of others

+ Meet and harm others

«  Steal passwords and hack into accounts

+ Steal money by taking credit card numbers or tricking a user to buy
something online that never arrives

« Be careful of what is shared online, what sites are visited, and with
whom you are speaking
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68

o Video + Facts: 5 min @ Workbook: 5 min

Beware of sending or forwarding hurtful messages to friends or enemies. What
you send can even come back to hurt you! Students will see how forwarding
hurtful messages to friends and enemies can not only hurt others, but
themselves as well.

+ Itisdifficult, and sometimes impossible, to erase digital activity
+  Private messages can be screenshotted and shared
« Anyone can download a copy of an uploaded photo
«  Backups and mirrors may even create copies immediately

+  Google may create a copy (“cache”) of a post saved for the search engine
+ Search engine results may continue to show the contents of a deleted
Persistent post for some time after it has been removed from the original site

Digital « Digital footprints can be persistent
Footprints +  “Persistent” means “lasting for a long time” or “difficult to delete”
+ Pictures or videos that go viral may have hundreds to thousands of
copies online

+  Know the 3 questions to ask themselves before posting:
+ Isit possible that you will regret it later?
+ How does it make you look?
« Areyou happy for your friends or family to see it?

© cChat + Facts + Survey: 5 min () workbook: 5 min

Students will learn the positive and negative impacts a digital footprint can

have on one’s digital reputation.

« Reputation is the impression other people have of you and your
character

+ Your digital footprint affects how others see you both online and offline
Mission «  Others may monitor a user’s digital footprint to determine whether or
not the user is someone they would like to associate with
« This may impact others’ decisions such as whether or not to:
+ Invite you to be their friend or to join a club
+ Selectyou for an award, for admission to college university, or for
o ajob
Digital
Footprint + Digital footprints can be either damaging or beneficial, depending on
what you post
« Damaging aspects of digital footprints include:
+ Predators may use the information to get close to or harm you
«  People may be suspicious and avoid you if they think you don’t
have a good character
+ Beneficial aspects of digital footprints include the ability to create a
positive online persona that reflects your best qualities

Impacts
Digital
Reputation

+  Know how to build a good online persona:
«  Contribute positive comments
« Share details of your awards and accomplishments
«  Show your creativity and share ideas
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Mission

Digital
Footprint
Impacts
Digital
Reputation

+ Regularly check your digital footprint by searching your name and
unique nicknames

+ Always keep your digital reputation in mind
+ Delete anything you have posted which you regret and are not
happy with
«  Be more mindful of future posts

Wrap Up Ask

Discussion .
(Optional)

What is a digital footprint? What are examples of damaging or beneficial ones?
What kinds of personal information can a digital footprint include?

Why is it very difficult to erase your digital footprints?

What is reputation? How is it connected to your digital footprint?

How can you begin to make a beneficial digital footprint today?

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Lesson 14 - Digital Footprint Management Part 2

Objective Students will learn how manage their digital footprints in order to protect
themselves from online attacks. They will learn to carefully consider, monitor, and
manage their online activity to help avoid negative real world consequences.

Key 1. Recognize the real life consequences of digital footprints
Learning 2. Beableto apply “Stop. Think. Connect.” to virtual situations
Points 3. Passthe Digital Footprint Management Quiz

Teachers may preview quiz questions in “Quiz Answer Key,” available in the DQ
World Teacher’s Admin under “Teacher’s Materials”. Today’s briefing is longer so
that teachers may briefly touch upon key concepts and clarify misunderstandings
before students take the Digital Footprint Management Quiz.

+ Digital Footprint Management Quiz Topics:

1. What is a Digital Footprint?

2. Digital Footprints Reveal Personal Info

3. Persistent digital Footprints

4. Digital Footprint Impacts digital Reputation
5. Real Life Consequences of Digital Footprints
6. Stop. Think. Connect.

Briefing Say

(10minutes) || the last lesson, we learned all about digital footprints. We learned that

strangers can use damaging digital footprints them for bad purposes. Can
anyone remember a way to leave a beneficial footprint?

« Did you know that your digital footprint can affect not just your life, but the
lives of others? We must remember that even though we can hide behind
our screens while exploring the Digital World, we are all real people with real
feelings. Today, we are going to learn about some real life consequences of
digital footprints and the importance of thinking carefully before we act online.

+ Intheend, we will test our DQ HERO knowledge in order to gain access into
Zone 6. Before we take the Digital Footprint Management Quiz, does anyone
have any questions?

« You may start. Please stop once you finish Digital Footprint Management Quiz in
Mission 53.
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DQWorld.net (22 minutes: Missions 12 mins. + Optional Workbook 10 mins.)

Q Facts: 2 min @ Workbook: 5 min

Mission Students will learn some real life consequences of their digital footprints.
+ Although online communication is often faceless, it can still impact how
others feel
+  Your messages may hurt others without you realizing

+ Inthe comic, Tom made the mistake of believing that if you cannot
Real Life see someone’s reaction, then they don’t have a reaction

Consequences «  Remember to apply the “Digital Leader Creed” every time you post
of Digital anything online
Footprints +  “Would I want someone to treat me like this?”

+ Remember that what you post online can have consequences for
yourself and others

o Video + Facts: 3 min @ Workbook: 5 min

Listen to “Discipline” about remembering to stop, think, and connect before
sending any messages online.

MiSSion Students will be reminded to consider the results of their actions before
sending messages online.

+  One SHOULD and CAN control what they decide to share and post
+ Learnto STOP and THINK before they send, forward, post, comment,
upload, download, open an attachment, launch an app, or run a program
+ STOP when you are angry and wait until later to respond
+  THINK about who the message is being shared with and how it makes
you look
+ What if parents and teachers could see this message?
+ Messages may be shared by others intentionally or accidentally
« The recipient could forward it, show their screen to someone,
take a screenshot and share it, or someone could take their
phone

+  Know the importance of communicating with compassion, even when
it’s with someone you dislike

@10 min

Mission

Have your students read and respond carefully to the quiz questions.
The quiz can only be taken once.

Students who finish early could:

Digital Footprint «  Explore the DQ World map in more detail
Management « Complete unfinished workbook assignments

Quiz « Remember that what you post online can have consequences for
yourself and others
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Wrap Up
Discussion
(13 minutes)

Ask

Why can it be difficult to know how people react to online posts?

When should we apply the Digital Leader Creed?

What does it mean to STOP and THINK?

Can anyone think of a situation where using STOP and THINK could be helpful?
Why is it important to communicate with compassion?
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Lesson 15 - Cyber Security Management Part 1

Objective Students will learn how to keep their information safe from hackers by creating
strong online passwords, identifying and avoiding scams and spam, and keeping
their digital devices up to date with security programs.

Key 1. Know how to create a strong password

Learning 2. Understand the 4 rules to keeping a password safe

Points 3. Create a PROTECT Power Pledge
4. Know the meaning of SPAM and SCAM
5. Recognize types of spam and scams and how to deal with them

Briefing Say

(5 minutes)

« Inour last lesson, we learned to be mindful of our digital footprints. How
would you feel if someone took control of your online persona and created

many damaging digital footprints of you? When this happens, we say that your

account has been “hacked.” How can someone hack into another person’s
account?

Mission

Cloak of
Silence and
Eyes of
Detection

Today, we will see that passwords are all that stand between your privacy and
those sneaky Infollmons. We are going to learn how to create a strong password
so that hacking Infollmons like Snooper cannot guess their way into our online
profiles! We will also learn how to manage spam and scams. Even innocent
looking chain emails and free offers are ploys that Infollmons use to steal your
password information. Learn how to avoid these sneaky scams, and you will be
able to protect yourselves!

You may begin. Please stop after completing Mission 57.

DQWorld.net (35 minutes: Missions 20 mins. + Optional Workbook 15 mins.)

OVideo: 4 min

Master Naam leaves J.J. to train at Guardian’s Gates with its protectors,
the DQ Knights. While J.J. fails the missions with Discerning Heart, Boolee
notices that Master Naam has left Guardian’s Gates and plots to bring his
Infollmons to invade it.

Students will be reminded of the importance of keeping personal
information private and avoiding messages from strangers.

« Understand the importance of being “on guard” at all times while online
« Cloak of Silence - Do not post personal information publicly or tell
strangers your personal information
« By keeping your information invisible, you can protect yourself
online

« Eyes of Detection - Fake emails and messages from strangers can be
harmful if replied to

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Q Facts + Video: 5 min @ Workbook: 5 min

The only thing standing between Snooper your personal information is your
password!

Students will learn to protect themselves from password theft, which can be
used to steal personal information through the Internet.

+ Creating a strong password is the first step to blocking strangers from
accessing your accounts
+ Apassword should not include anything that can tell who you are,
like your birthday, name, address, or phone number

+ Instead of a single word, think of a sentence or quote you like
+ E.g.“Jack and Jill went up the hill.” > (jajwuth)
+ To make the password even stronger, change some of the letters
to uppercase letters (JajwUth)
+ Change some letters to symbols (J&wUth).
« Add some numbers (J&wUth7)

Creating Strong
Passwords

+ Astrong password has 8 characters, numbers, symbols, lowercase
letters, and uppercase letters

+ Astrong password can only be guessed if it is revealed to someone
«  Never share your password (except with a trusted adult)
« Don’t write it down near your computer
« Don’t use the same password everywhere

+  Students should remember to logout when they are finished
+ Accounts can be hacked if they are not logged out on public
computers

@ Chat + Facts + Pledge: 4 min @ Workbook: 5 min

Students will learn more safe habits to keep their passwords protected.

Mission

« Understand the importance of keeping strong passwords safe
+ The4rules to keeping your passwords safe:

1. Don’t share your password with anyone other than your parents or
a trusted adult
Keeping 2. Use a different password for every account you have online
Passwords 3. Always log out of a computer that isn’t yours
Safe 4. Try to change your password regularly — at least every six months

+ Take the “PROTECT Power Pledge”
+  Check the boxes and sign the PROTECT Power Pledge
o Click “Post to DQ Squad” when finished
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Mission

Managing
SPAM and

SCAM

Q Facts + Video: 7 min @ Workbook: 5 min

Steer clear of cyber tricks! Remember, free offers are usually not free. If you
are asked for personal information, you may find a charge on you or your
parent’s bill! Stay away from pop up contests, strange emails, or any offer
that asks for personal information.

Students will learn how to avoid deceiving offers, including SPAM and
SCAMs, that often result in financial loss or compromise of personal
information.

+ Learn the meaning of Spam and Scam
« Ascamis a trick to get your personal information, normally by
pretending to offer you something for free
« Spamis unwanted emails or texts that are mostly advertisements
sent to a large number of addresses

«  Know how to identify Spam and Scam to protect yourself and your
personal information
« Spam and scams often trick a user into clicking fake emails, fake
mobile texts and posts, and pop-up ads to sneak into the computer
and phone

+ Be cautious of emails
«  Chain emails may put friends at risk if forwarded
+ Achain email could contain viruses and should be deleted
immediately
« Emails from strangers may contain viruses from links or attachments
« Anemail from a trusted friend that doesn’t sound like your friend
may indicate that the account has been hacked
o Tell atrusted adult immediately
+ Delete the email or markit as junk

« Don’tclick on “free offer” ads
« Free games, ringtones, or other downloads can be a way of tricking
a user into giving up personal information or infecting the computer
with viruses
« If afree offer asks for credit card information, it’s likely the product
isn’t free

+ Recognize that free personality tests may also take your personal
information
+ These tests could be gathering facts about the user in order to learn
personal information that can be used to guess passwords or other
information

«  Whenin doubt, don’t click!

Wrap Up
Discussion
(5 minutes)

+ The DQ Knights are training J.J. to be a DQ HERO! Can you remember what the
“Cloak of Silence” is? What about the “Eyes of Detection”?

+ Why is creating a strong password important?
+ What are the 4 rules to keeping your password safe?
+ How often should you change your password?

+ Whatis spam? What is scam? Have you ever been tricked by them?
©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Lesson 16 - Cyber Security Management Part 2

Objective Students will learn how to keep their information safe from hackers by creating
strong online passwords, identifying and avoiding scams and spam, and keeping
their digital devices up to date with security programs.

Key 1. Understand the term “phishing” and what it includes

Learning 2. Know the 4 rules of mobile device safety

Points 3. Take the Cyber Security Management Quiz

Teachers may preview quiz questions in “Quiz Answer Key,” available in the DQ
World Teacher’s Admin under “Teacher’s Materials”. Today’s briefing is longer so
that teachers may briefly touch upon key concepts and clarify misunderstandings
before students take the Cyber Security Quiz:

+  Cyber Security Quiz Topics:

1. Creating Strong Passwords
2. Keeping Passwords Safe

3. Managing SPAM and SCAM
4. Managing Phishing

5. Observing Mobile Security

Briefing
(10 minutes)

76

Say
+ Has anyone ever clicked a free offer online?

+ Lastclass, we learned about spam and scams and why they can be dangerous
to click. Some scams pretend to be a fun offer or test, but did you know that
some scams can be scary, too? Sometimes a scammer can even make you
think you are in trouble!

+ Today, we are going to learn about phishing, a type of scam that pretends to
be something you enjoy or someone you trust in order to get your personal
information.

+ Finally, we must pass the Cyber Security Management Quiz! Does anyone have
questions about Cyber Security before we start?
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DQWorld.net (30 minutes: Missions 20 mins. + Optional Workbook 10 mins.)

Q Facts + Click Activity: 4 min @ Workbook: 5 min

Mission

Managing
Phishing

Students will learn about the characteristics of Phishing, along with the risks
it poses.

Phishing is a scam where someone tries to steal your personal

information by pretending to be someone you trust, a game, an offer, or
even your email service

Phishing sites, ads, or emails may contain:

Altered logos

+ Ifalogois adifferent color, squashed or appears skewed, it may
be a fake imitation

Free offers

«  “Free offers” may ask for personal information such as a cell
phone number, credit card number, etc.

« Ask parents or teachers about these sites

Sense of urgency

+ Conveying a sense of urgency or a threat may indicate phishing

+ Openanew browser and navigate to the original website to check
for issues with an account

If the URL is slightly different, it could be an imitation website

Phishing scams often ask for personal information as a way to hack into
your accounts

Delete emails and text messages that ask you to confirm or provide

personal information like passwords, mobile numbers, credit card

numbers, or ID numbers

« Real companies don’t ask for this information via email or text

Check for spelling and bad grammar

+ Spelling or grammar mistakes in an unknown email may indicate
phishing

Beware of LINKS in emails

+ Check to see if an email link is a real website by resting your
mouse, without clicking, on the link to see if the address matches
the link that was typed in the message

When in doubt, don’t click!

Q Comic + Facts: 8 min @ Workbook: 5 min

Students will learn the importance of being safe on mobile devices, tablets,
and computers by following four helpful safety rules.

+ The4 Rules of Being Safe:
1. Have a strong password

Observing 2. Never share your password except with trusted adults
Mobile 3. Keep your device and apps updated
Security 4. Turn off bluetooth, wi-fi, and location services when not in use

«  When tuned on, mobile devices can be unknowingly tracked
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®8min

Mission Have your students read and respond carefully to the quiz questions. The
quiz can only be taken once.

Students who finish early could:

Cyber Security «  Explore the DQ World map in more detail

Manage:'ment « Complete unfinished workbook assignments
Quiz +  Quietly discuss examples of phishing scams they have encountered with
a friend
Wrap Up Ask
Discussion . What s “phishing”?

5 minutes
( ) + What are some things that a phishing site, ad, or email may contain?

« Will a real company ever ask for your personal information like passwords or
credit card numbers through email or text?

«  Why should you be careful of links in emails?
« What are the 4 rules of keeping your mobile device safe from hacking?

78
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Lesson 17 - Critical Thinking Part 1

Objective Students will learn how to protect themselves online by thinking critically about
their choices. They will learn the potential dangers of befriending strangers
online, how to avoid inappropriate and violent content, as well as testing online
information for validity through reliable resources.

Key Be able to clearly distinguish between online and offline friends
Learning Know that a lack of profile privacy can result in real life consequences
Points Be able to identify safe and unsafe activities with online friends

Know the 12 Stranger Alerts
Know how to avoid violent content

ok

This lesson contains 4 workbook pages. If necessary, save time by eliminating

briefing, limiting wrap up discussion, or assigning workbook lessons as homework.

Briefing Say

(Optional) + Inour last lesson, we learned about the scamming, spamming, and phishing

that online strangers do. So doesn’t it make sense also to be careful about who
we friend online?

« Do you know the difference between an online friend and offline friend? Online
friends are those we have never known in real life. Has anyone been asked
to meet an online friend in person? If so, did your parents know about it?
It’s important to remember that we don’t know everything about our online
friends, and we need to be extra cautious!

« Today we are going to learn about the potential danger that friending strangers

can pose. We will also learn about avoiding inappropriate content so that we
can remain strong as DQ HEROES!

+ You may begin. Please stop once you finish Mission 65.

DQWorld.net (45 minutes: Missions 25 mins. + Optional Workbook 20 mins.)

OVideo: 2 min @ Workbook: 5 min

Mission

J.J. continues to fail missions with Discerning Heart.

Students will be reminded of how to avoid inappropriate content and detect
unusual behavior of friends online.

+ Know the importance of being “on guard” at all times while online
«  Blocker Shield: Discern who your real friends are and who is an imposter
« lron Will: Avoid inappropriate content online

Blocker Shield
and lron Will
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Mission

Who Do You
Meet Online

Mission

Who are
Online
Friends?

e Chat + Video: 10 min @ Workbook: 5 min

Be aware of what you post on your online profiles! If you don’t keep your
information private, it’s like keeping your front door wide open for strangers.

Students will see how posting private information publicly can result in
unwanted contact from strangers.

+ Learn the importance of managing profile privacy on websites
« Alack of profile privacy can lead to real life consequences
+ Strangers can lie and pretend to be a new friend while searching
your information and learning more about you, putting your real
life in danger

@ Survey + Video: 5 min @ Workbook: 5 min

Remember to be smart and alert when someone you don’t know asks to
meet up or makes you feel as though your trusted adults don’t care about
you. Use the TELEPORT Power!

Students will learn the importance of protecting their personal information
from online friends due to real life dangers.

+ Meeting online friends can be dangerous
+ Having only met online, you cannot be positive the person is who they
say they are
+ Never feel obliged to give out personal information or meet up with
strangers

« Online friends are people you have never known in real life
« Be cautious of online friends who request to meet up as they may not
be who they claim to be
« Anonline friend’s profile photo may not be their actual photo
« Asaferapproach is to know the friend personally or through a mutual
friend

« If you must meet with an online friend:

1. Make sure to talk to trusted adults/friends

2. Meet in a public place with trusted adults/friends

3. Never follow the online friend to any private place (e.g. car, house, or
others)

+ Usethe TELEPORT Power to tell a trusted adult when:
« Someone you don’t know asks to meet up
«  Strangers make you think parents or teachers don’t understand you
«  You feel any doubt

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Qvideo: 5 min @ Workbook: 5 min

J.J. and Nana discuss “stranger danger” and befriending strangers online.

Students will learn how to detect whether or not a new online friend may be
dangerous.

+ Know the 12 Warning Signs of Stranger Danger:

1. Flattery
«  “You are so nice, | bet you are popular!”

2. Asks about personal information
+  “What school do you go to? Do you live near the school?”

3. Secrecy
+  “Don’ttell anyone about us chatting, our friendship is special!”

4, Tells you to not trust others
«  “Don’t worry, you can trust me with your address. Most of your
friends are fake, they don’t believe in you like | do!”

5. Tells you to distrust your parents
MiSSiO“ «  “Your mom shouldn’t treat you like a baby. You shouldn’t trust
her!”

6. Makes you feel bad
+  “Don’tbe a coward, tell me! | thought you were cool...”

7. Persuades through manipulation

The 12 +  “You’re such a good person. Join me and my friends to stand up
Stranger Alert against our enemies and parents!”
8. Threatens to end the friendship
+  “Ithought you were different, maybe we shouldn’t be friends...”
9. Gifts
+  “Hey, let me buy the game for you! It’s the least | can do for a
good friend.”

10. Requests photos
11. Suspicious
«  “My camerais broken... but | can send you an older pic!”

12. Wants to meet in secret
«  “Let’s meet up. Don’t tell anyone, okay?”

« Ifyou decide to meet with an online friend, tell an adult and be on your
guard, look for the signs, be smart and be safe

+ Beaware that these signs may not all show at once. A dangerous
stranger may take time to build trust

+  Whenever a situation becomes uncomfortable, stop communicating and
check with a trusted adult or parent

84
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How to Avoid
Violent
Content

OSurvey +Video: 5 min @ Workbook: 5 min

J.J. feels sick after playing a violent game with his friends online. Nana
decides to help by teaching J.J. about normalization and how to avoid
inappropriate games.

Students will learn that playing violent games can negatively impact their
mindsets.

+ Recognize that the types of games played affect what you become
accustomed to

+ Normalize means that something begins to feel normal the more
often itis done

+ Playing violent video games normalize being cruel and aggressive
+ Violent games may make a frequent player insensitive to
cruelty, causing them to become more aggressive, easily irritated,
or meaner to others in real life

+ Ask questions about the games you choose to play:

1. Does your character harm others?
2. Do you score higher the more violent you are?

+ Beaware of what you choose to play:

+ Some games are more violent and aggressive than others

+ Find friendly games you enjoy where characters help each other
+ Avoid games where you must hurt other characters to advance

+ Notice if a game negatively affects how you feel when you’re not

playing it

Wrap Up
Discussion
(Optional)

+ In mission 61, the DQ Knights taught J.J. more DQ HERO skills! Can you
remember what they were?

+ What could happen if you don’t protect your online privacy?

+  Why should we be cautious with online friends?

+ What does it mean to “use the TELEPORT Power” when you are in trouble?
+ What are the 12 warning signs of Stranger Danger?

+ What does it mean to become “normalized” to something?
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Lesson 18 - Critical Thinking Part 2

Objective Students will learn how to protect themselves online by thinking critically about
their choices. They will learn the potential dangers of befriending strangers
online, how to avoid inappropriate and violent content, as well as testing online
information for validity through reliable resources.

Key 1. Understand the consequences of watching inappropriate content

Learning 2. Understand how to critique content

Points 3. Beable to decipher between true and false information by verifying facts
4.

Take the Critical Thinking Quiz

Teachers may preview quiz questions in “Quiz Answer Key,” available in the DQ
World Teacher’s Admin under “Teacher’s Materials”. Today’s briefing may be used for
teachers may briefly touch upon key concepts and clarify misunderstandings before
students take the Critical Thinking Quiz.
+ Critical Thinking Quiz Topics:

1. Who do You Meet Online?

2. Who are Online Friends?

3. The 12 Stranger Alerts

4. How to Avoid Violent Content
5. What is Inappropriate Content?
6. How to Content Critique

7. True vs. False Info

Briefing
(Optional)

86

Say

« Lastclass, we learned about avoiding inappropriate content and being cautious
with who we befriend online. Can you remember any of the 12 warning signs of
Stranger Danger?

« Have you ever seen a picture online that you couldn’t believe was true?
« How do you know if the information you find online is accurate?

+ Today we are going to talk about critiquing online content and how to fact
check the information you find. We will also take a moment to think about
the consequences of viewing inappropriate content. Afterwards, we’ll use our
knowledge to pass the Critical Thinking Quiz to get to the final zone!

+ You may begin. Please stop when you have completed Mission 69.
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DQWorld.net (40 minutes: Missions 25 mins. + Optional Workbook 15 mins.)

. . O Survey + Comic + Facts: 5 min @ Workbook: 5 min
Mission

Students will learn that there are negative consequences to watching
inappropriate/adult content.

+ Lackof sleep
What is + Unwilling to hang out with friends
Inappropriate +  Search for more bad videos, photos, or games

-
. + Droppingschool grades

QVideo + Survey: 2 min @ Workbook: 5 min

Listen to “Discipline” about using content critique before playing games or
watching videos that may not be suited for you.

Students will learn how to determine if a game or video is appropriate for
them by using content critique.

« Before playing games, watching videos, or using media, it’s important to
use content critique

1. Check the rating
«  Only play games that are appropriate for you
+ Ratings can be found on the cover of the game or movie
« Early Childhood, Everyone, Everyone 10+, Teen, Mature 17+,
Adults Only 18+
2. Check reviews
+ See what others say online or in magazines to make sure the game
is appropriate

How to
Content
Critique

3. Check with your parents
+ Talk with parents before trying a new game or website

« Remember to block unwanted content

0 Video + Facts + Websearch: 8 min @ Workbook: 5 min

J.J. works on a presentation for school. Nana realizes J.J. has added some
rather unusual photos to his slides and encourages him to fact check the
information he finds before adding them to his presentation.

Mission

Students will learn how to fact check information they find online by
comparing it with multiple, reliable sources.

True vs. False +  Know that the Internet is full of false information
Info + Shocking online information and content should be assumed wrong
until you are sure it is true or unless it was gathered from a reputable
site
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+ Understand how to fact check information

+ Usereliable sources for gathering information

«  Reputable websites (“Established Institutions”) include those run
by the government, universities, or major news establishments

«  Find multiple sources to support the information

+ Verify your facts by searching again using keywords such as hoax,
fake, or false

+ Photo editing software and video special effects can mean that
images and videos can be faked

True vs. False + Text and quotes can be faked

Info + Anyone can upload anything onto many websites regardless of if its
authenticity
«  Check the reliability of the sources where you found the information

+ Practice verifying the statement from the slideshow
« Find 3 reliable sources and paste the URL into the boxes

@ 10 min

MiSSiOn Have your students read and respond carefully to the quiz questions.
The quiz can only be taken once.

Students who finish early could:

« Explore the DQ World map in more detail

Critical «  Complete unfinished workbook assignments
Thinking Quiz « Look online forimages or information for examples of digital media that
represent false information

Wrap Up Ask
:)(;siyssT)n « What are some negative side effects of watching inappropriate/adult content?
ptiona

« What are the three things to check before playing games, watching videos, or
using media?

+ What are the 3 reliable sources for gathering information that we learned
about in Mission 68?

+ How can you verify the facts you find online? Who can upload something
online?

« Ifagameisrated as “Everyone 10+”, who in this classroom should play it?
Raise your hands.
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Lesson 19 - Digital Empathy Part 1

Objective Students will learn how to develop digital empathy and courage in order to
facilitate a positive and supportive online experience for themselves and others
with whom they interact.

Key 1. Recall the 4 ways to stand up for bullying victims
Learning 2. Understand the importance of having courage in cyberbullying situations
Points 3. Know the difference between bystanders and upstanders

4. Recognize the importance of listening with empathy

Today’s lesson contains many missions. To save time, limit wrap up discussion or

assign workbook pages as homework.

Briefing Say
(5 minutes)
+ Inthe last lesson, we learned about how to intelligently critique content and
tell the difference between true and false information. Using our heads is very
powerful. But what about our hearts? Do we need to use them?

« Have you ever been too afraid to help someone in need? Raise your hand if you
have been brave enough to help someone, even if you were scared. Sometimes
we need to have courage and be strong to do the right thing.

« Today, we are going to learn about speaking up and being an upstander so that
we can help ourselves and others in need. Courage is one of the strongest skills
of a DQ Hero! Do you think you can handle it?

« You may begin. Please stop once you’ve finished Mission 76.

DQWorld.net (40 minutes: Missions 28 mins. + Optional Workbook 12 mins.)

QVideo: 2 min

T . Snooper and his minions make their way to Guardian’s Gates in an attempt
Mission to break through the entrance while Discerning Heart continues to train J.J.

Students will watch as Infollmons attempt to break into Guardian’s Gates
through use of hacking.

+ Know the importance of being courageous online in order to do good in

Failed the Digital World

+ Stance of Courage: a DQ Hero must stand up for others when they are
being bullied
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920

Q Facts + Survey + Comic + Chat: 5 min @ Workbook: 5 min

T . Students will learn the importance of courage when it comes to helping
Mission others. They will be encouraged to speak up and help others in times of
need.

+ Recognize that courage and will-power are essential to helping others in
need
« Courage is the willingness to say and do the right thing, regardless of

Courage to the cost

Speak Up
“Shhh” is the eerie Ice Queen who intimidates kids and causes them to
become helpless bystanders

« Sheinvades children’s minds with fear and heartlessness all without

@ Chat + Video + Comics + Quiz: 4 min @ Workbook: 5 min

1. Students will rewatch the video where J.J. first finds himself in DQ
World.

2. Akid laysinjured on the road and is passed by people refusing to help
him with the exception of a kind stranger. The stranger helps nurse the
kid back to health without asking for anything in return.

Students will learn to decipher bystanders from upstanders and the
importance of doing what is right in order to help others. They will be
encouraged to stand up for others.

Mission

+ Recognize the difference between bystanders and upstanders
+ Bystanders are people who knew about a bullying incident but chose
not to assist
+ Upstanders are people willing to stand up and take action in defense

of others
By-standers
VS. + The 4 ways to stand up for bullying victims:
Up-standers 1. Feels + Needs - Show that you care by asking about their needs and
how they feel

2. Interrupt the bullying by inviting victims not to respond and help
them to walk away from the situation
3. Speak out - Make it clear to the bully that meanness is not acceptable

4. Tell trusted adults
+ Reporting a bully is not being a tattletale
+ Reporting a bully is done with the intention of keeping the victim
safe

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.



DQworld

Mission

A Titan’s
Sacrifice

Mission

New Heart’s
Training

Mission

Somethingin
Common

OVideo: 3 min

Snooper and his minions invade Guardian’s Gates where they find Raz.
J.J. witnesses the instance and attempts to run away but is attacked by
Snooper. Raz gets injured defending J.J.

Students will see that it takes courage to protect others. They will be
encouraged to face their fears and contemplate the idea of self-sacrifice for
the greater good.

o Video: 4 min

J.J. watches over Raz as he recovers from his injuries. The DQ Knights inform
J.J. that Raz’s strength depends on J.J.’s ability to become strong as a DQ
HERO. J.J. is presented with another training mission but fails once again.

Students will learn the importance of monitoring what they expose
themselves to online.

+ Understand the importance of protecting information from various
online attacks
+ Internet content is like food for the mind
+ The food may look appealing, but some are good and others are bad
for your wellbeing

0 Video: 4 min

J.J. struggles to become a DQ HERO and nearly decides to give up before
Raz takes a moment to speak with him. The two soon realize they have more
in common than they once thought.

Students will learn to manage negative emotions, and exercise empathy
when interacting with others.

+ Remember to tell a trusted adult rather than get angry and respond
when you feel a sense of danger

+ Guardian’s Gates: Remember not to respond in anger when being
bullied

+ Time Freeze: Be able to stop playing games when time is up
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e Chat + Video + Facts: 6 min @ Workbook: 5 min

See what other young students know about the meaning of empathy.

Students will consider the meaning of the word ‘empathy’ and recognize
examples of empathizing with others.

s . + Itisimportant to have empathy when connecting with others
Mission « Understand the meaning of empathy and listening
+ Empathy is the ability to understand what another person is feeling
and what he or she needs
+ Empathy starts from listening
+ Listening means “hearing” both the words someone else speaks and
the emotion of their heart
« It becomes harder to listen to a person’s heart when
communicating through the Internet and mobile due to lack of
observable facial expressions
+ It’'simportant to pay close attention to the words being read in
online messages
+  Know the importance of connecting with understanding and without
judgement
+ Besupportive, and avoid judging or discounting the emotions of
another
«  “lunderstand how you feel.”
+ “lam sad that you got hurt.”

Listening
with Empathy
Online

Wrap Up Ask
Discussion « Inthevideo, J.J. learns about the “Stance of Courage”. What does this mean?
(Optional)

+ Inthe Mission 74 video, we saw New Heart trying to train J.J. about Internet
content. He said that Internet content was like food. Why?

+ Duringtraining, how does J.J. react when he is being bullied?
+ What two things are essential for helping others in need?

« Whatis the difference between bystanders and upstanders?

+ What are the 4 ways to stand up for bullying victims?
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Lesson 20 - Digital Empathy Part 2

Objective Students will learn how to develop digital empathy and courage in order to
facilitate a positive and supportive online experience for themselves and others
with whom they interact.

Key 1. Be eager to speak up with empathy in order to help others
Learning 2. Understand how to “listen” to the heart of another
Points 3. Practice ways to grow more empathetic with others
4. Recognize that everyone makes mistakes. There are consequences of judging

others too quickly.
5. Take the Digital Empathy Quiz

Teachers may preview quiz questions in “Quiz Answer Key,” available in the
DQ World Teacher’s Admin under “Teacher’s Materials”. Today’s briefing may
be used so that teachers may briefly touch upon key concepts and clarify
misunderstandings before students take the Digital Empathy Quiz.

« Digital Empathy Quiz Topics:

1. Courage to Speak Up

2. By-standers vs. Up-standers

3. Listening with Empathy Online
4. Speak Up with Empathy

5. Empathy for Cyber Victims

6. Don’t be Judgemental Online

Briefing Say

(5 minutes) « Inour last class, we learned how to speak up and be an upstander online. Can

you remember the four ways to stand up for bullying victims?

+ Raise your hand if you’ve ever made a mistake that you thought was a good
choice at first. Does anyone know the meaning of the word ‘empathy’? Today we
will learn about listening with empathy and avoiding judgement online.

+ Finally, you will try your best as you pass the Digital Empathy Quiz. Raise your
hands if you have any questions before the quiz!

+ Thisisyour final lesson. Good luck, and use all of your digital skills to complete
your DQ Hero training! You may begin!
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DQWorld.net (40 minutes: Missions 25 mins. + Optional Workbook 15 mins.)

94

s . eComic + Facts: 2 min @ Workbook: 5 min
Mission

Students will learn to empathize with and provide assistance to others in
need of support.

+ Beable to recognize cyberbullying and how a bystander would react in
particular cyberbullying situations
Speak Up with «  Practice empathy by relating to the emotions of various characters in the
Empathy comic

QVideo: 5 min

J.J. becomes determined to reattempt his training, only this time he passes
each mission by remembering the skills he’s learned throughout his journey.

Students will learn how to protect their virtual devices by installing
protective software and keeping their devices up to date.

+ Beableto recall all the defenses learned in order to apply them in the
Digital World
o + Guardian Weapon - Protect your computer by using these 6 tips:
Mission . Install and activate antivirus and antispyware software
. Set your security software to automatically update
. Install a firewall
. Don’t buy security software from unexpected pop-up messages,
emails, or ads that claim to have scanned your computer and
Getting It Right detected malware
. Check to make sure your computer is not already infected
6. Keep yourself informed about the latest online safety and security
risks
«  Always keep the latest version of security software

A WN

(8,

+ Content Critique - Look carefully and only take in things that are
beneficial to you
+  Check carefully before clicking any links online

+ Time Freeze - be able to manage your screen time and have the control
to get up when time is up

+ Guardian’s Gate - Don’t respond angrily to bullying situations
+ Instead of trying to work out a problem alone when in trouble,
tell a trusted adult

Q Comic + Facts + Chat: 4 min @ Workbook: 5 min

Mission

Students will learn to empathize with others in hurtful situations. They will
be encouraged to consider their own stresses in order to relate with others in
the Digital World.

Empathy for + Recall what to do in cyberbullying situations and be able to relate to
Cyber Victims different cyberbullying roles
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Mission

Don’t be
Judgemental
Online

Mission

The DQ HERO

Q Facts + Comic + Chat: 5 min @ Workbook: 5 min

Students will learn to refrain from judgement when others make mistakes
online. They will also learn the importance of connecting with compassion in
order to help prevent cyberbullying situations. Students will be encouraged
to think about their own needs for acceptance at home and at school.

« Understand that everybody makes mistakes
+  Mistakes may be unintentional
«  Some mistakes seem like the right thing to do in a particular
situation but are actually wrong
« Avoid treating someone badly or condemning them due to
unintentional bad behavior or a mistake

+ Remember The Digital Leader’s Creed when you see other’s mistakes
« Refrain from judgement or condemnation

« Know that it is easy to pass judgement on others in the Digital World
without fully understanding the situation
« Beaware that your judgement may not always be correct
« Hasty accusations online can easily hurt others

+  Online mobs are when a bunch of people gang up against another on the
Internet
«  Often times the person who begins the mob gets so carried away in
anger that they express it through hurtful messages online
«  The bully starts by thinking they are acting for good reasons to
teach the person a lesson for being bad, but in reality they are
making the situation worse

Remember to connect with compassion

ovideo: 4 min

The DQ Knights present J.J. with the final test: Ultimate Golden Force.

By completing all of the DQ Knights’ missions successfully, J.J. helps Raz to
unlock his full potential. J.J. decides to stay in DQ World as a DQ HERO to
help defeat Infollmons with Raz, the TITAN.

Students will be reminded of how to protect themselves and others when
using the Internet.

+ Recall how to avoid various kinds of Infollmon attacks using the
knowledge gained from zones 1-8

« Cloak of Silence Zone - Don’t share personal information

« Eyes of Discernment Zone - Don’t fall for spam and scams

+ Blocker Shield Zone - Don’t accept strangers as online friends

+ Avoid sending personal information and photos to online friends

+ Don’t meet with online friends
Ultimate Golden Force - Be kind to others and treat others how you wish
to be treated

« Be honest with others, especially parents and trusted adults
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ovideo: 4 min

Mission

Have your students read and respond carefully to the quiz questions.
The quiz can only be taken once.

Students who finish early could:

+ Explore the DQ World map in more detail

Digital Empathy + Complete unfinished workbook assignments

Quiz + Quietly discuss how they intend to uphold the Digital Leader’s Creed
when online
Wrap Up Ask
Discyssmn « In Mission 78, J.J. finally passed all of the DQ Knights’ tests. Can you remember
(Optional) some of the skills he used to pass them?

+ Whatis empathy?

« Why isitimportant to practice empathy with others?

+  Why should we think carefully before criticizing someone’s mistake?
« What are the 6 tips to protect your computer or mobile device?

+ What does it mean to listen with your heart?
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Student Worksheets

Student worksheets are used to reinforce learnings from DQWorld.net and are supplementary. If
educators want their students to review or make sure they are learning the key objectives, have them
complete the worksheets after they complete the missions in class or at home. Do take note that not
every mission has a worksheet.

Protecting Others' Privacy

PoNortdnet

e ———

Everyone has the right |
When you are ottocked by Booles. oy cool!
All prophe are equal, nd 10 ace yof
information e needd Fill in the blanks to complete the 3 steps to stop cyber-bullying. Then,
- R search for the missing words in the crossword puzzle below.
m""“,’“ teliyour irieo Stepl. STOPIDont
W ? Step2. Sovethe
Step . Tella
” ’ T 0T
LI/ D|N|I | E| R | WS
Tttt aDigital Leader
U zZ W/ P WM P E C B K JIR
w ? HiRlcIwis)IlAINITIZINIE
F P EJ K R O I.II_X_I‘S
E|D|V Z|RIE|P L_T‘O.I_T
8 6 I Y b L _'__l_l'lt‘l_l
njLjivj|v|o|w a_n':_ub'r_a
X|0|E|S|Z|P|S|CG|N|B|6|A
wiz(wle|mfcle|x|ujojE|D
P Y €C 8 K ¥V € 2Z 'l_-l'l._ll
A|T|E|F|N|K|I|2]|Y]|O 1‘ i
plEjA|s|lAa|lo|r|2Z]V]|t|2Z|T RPN
weay you ard your frends lve?

Do you remember the song J.J. & Nana sang in the video!
Sing tog with your fri and what makes Digital Leaders.

s Love and respect!

Treat others as you want to be treated!

ﬂ Keep deeaming big!

And we can be the chanpe that ls needed!
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Bea Digital Leader

DQWorld.net
We belong to the Di%i‘fal Leader Generation! Digital Citizen
We can use the power of technology to unlock our potential. Identity

A Digital Leader can be identified by the 3 C’s.
List the 3 C’s and write down what each C means.

Q606

Adigital leader masters technology, instead of being mastered by technology.

How can you use technology and creativity to improve the way you and your friends live?
Think about the problems you may face and focus on the areas you are passionate about.
Digital leaders have strong passions and pursue them to realize their dreams.

Do you remember the song J.J. & Nana sang in the video?
Sing together with your friends and remember what makes Digital Leaders.

s Love and respect!

Treat others as you want to be treated!
Keep dreaming big!

And we can be the change that is needed!
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What is the Digital World?

DQWorld.net

- - Do you know that whenever you get onto the Internet, start Googling, watching
Digital Citizen videos on Youtube, or sending instant messages on your mobile, you are actually

Identity entering another world called “the digital world”? Let’s find out what it means to be a
“digital citizen” in this digital world!

Everything we watch, hear, and play on the computer and on mobile
devices exdsts in an electronic Form. They are called digital media.

Circle the activities done in the digital world.
. A
.“‘“‘.‘“g qu,ns 9games ) “e(x\o“
\ 00\‘
Watching videos on Sendin9 Teset
Youtube Messages
Googling
\

seo«x;‘;“eg

Q‘o "9 Inf hg rhe
ef'ne ™

Write down some other examples of activities you can do in the digital world.

Everything that
you experience
through a
digital medium
makes up the
Digital World!
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Controlling Multi-tasking

DQWorld.net

Multitasking is misleadingand can be very ineffective. Screen Time
Management

Do you think your brain is able to absorb everything when you multitask?

Circle TRUE or FALSE for the sentences below.

1 Every t.ime you swi.tch your atten'Fion between TRUE / FALSE
tasks, it takes awhile for your brain to refocus.

2 Yog are getting stuff done.more quickly and TRUE / FALSE
efficiently when you multitask.

3 Mult.itasking will le’F you be happier and more TRUE / FALSE
confident as you will be connected to your friends
all the time

4 Learning to focus and concentrate is an essential TRUE / FALSE

skill that multitasking does not train.

5 When you d.o your homeV\{ork, you should TRUE / FALSE
ignore all distractions until you are done.
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Preven'l'ing Game Addiction

DQWorld.net
Screen Time J.J. took the gamer type survey and got “Hardcore Gamer"! Find out
Management what kind of a gamer you are in DQWorld.net Mission 12.

Create your own rules on the use of computers/mobiles that will be the
most helpful for you to avoid game addiction.

4

There are many things you can do other than playing games. Write down
some fun and healthy activities you can turn to whenever you feel the urge
to play games.

Play soccer with
my friends  ,eecee,

(]
.1
[ ]
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HarmFful Effects of Excessive Screen Time

DQWorld.net

Screen Time
Management

Have you ever gotten upset because you could not continue to play
games or use the Internet?

Let’s check how much SCREEN TIME you get every day.

Color the time-slots you spend in front of a screen on a typical day.
If you do 2 or 3 things in the time slot, you can color it with multiple colors.

: 12am - 1am 6am - 7am 12pm - 1pm 6pm - 7pm w
1am - 2am 7am - 8am 1pm-2pm 7pm - 8pm
2am - 3am 8am - 9am 2pm -3am 8pm -9am
3am - 4am 9am - 10am 3pm - 4pm 9pm - 10pm
4am - S5am 10am - 11lam 4pm - Spm 10pm - 11pm
Sam - 6am 11am - 12am Spm - 6pm 11pm - 12pm

yellow

Watching
videos

Play video
games

How much time do you spend in front of a SCREEN?

Do you think it is too much?

Yes / No

Social media
/ Chatting
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Name: Date:

Self-Control in Digi'l'al Use

DQWorld.net
Screen Time In DQWorld.net Mission 12, you will learn about the harmful effects of too
Management much screen time and the importance of self-control.

1. Write down some of the harmful effects of too much screen time.

( )

\ S

2. Discuss with your parents how much screen time is appropriate for you.

( )

My SCREEN TIME is

h ____ minaday

Q. What is an important value needed to control your
screen time?

Digital leaders can control their actions! As a digital leader, you have the
inner strength to make the right choices even in situations where bad
ideas pop info your mind tfo tempt you.
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Balancing Screen Time

DQWorld.net

Screen time refers to the time spent in front of any screen For
entertainment. Time spent doing homework on the computer
does not count!

Screen Time
Management

Use the options below to fill in the blanks.

3 times a week 2 hours a day 1 hour a day

THE 3-2-1 RULE

3,’ Play games less than

2! Limit my total screen time to less than

1,’ Play games for less than

Make your own Screen Time Pledge!

J §
l, , pledge to:
Play games less than times a week.

Limit my total screentimetolessthan___ hour(s) a day.
Play games for less than hour(s) a day.
N r
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Family Media Rule

DQWorld.net

Let's make a media pledge For your Family and commit to Keeping a
healthy media habit together.

Screen Time
Management

Now you and your parents can sign on the pledge!
Remind each other of your promises.

[E e Family Media Pledge .j]

We will talk to each other regularly about our internet use and digital
lives.

We will regularly discuss having technology-free periods in our lives.
We agree not to let digital media interrupt important family time.

We agree to use digital media and devices safely and responsibly.

Parents Child

Signature: Signature:

Name: Name:
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Name: Date:

(] { ] o ®
Managing Time and Priorities
DQWorld.net
Timeis a limited treasure. You only have 24 hours in a day. It is important to

build a good habit of managing your time effectively. The first step is to do the
more important tasks first.

Screen Time
Management

Prioritize the following tasks by filling in the blanks below.

[ ® Doing homework @ Playingvideo games  ® Chatting online ]

Which is the most important task?

What are the consequences of NOT doing it?

What do you need to complete today?

Keep your priority in mind.
Make your priorities a redlity through your actions.
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Sharing
personal
information
online can
have harmful
consequences.
Remember

to keep your
personal
information
private or the
infollmons will
take them!

108

Name: Date:

Personal Information

DQWorld.net

Circle all the examples of personal information you should not share with strangers.

o gsswor s Home address
a
Age or date of birth
Phone na
Mbep
ou Fieng: s
Photo oFY Phone /::,zi’y 's
er
Full name
Funnyjoke
Current location
school name
g
oot “6?6‘“‘\1
Nick Interests/Hobbies
Ume
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Keeping Privacy on Social Media

DQWorld.net

Check Nana’s profile on Facenote. What is wrong with her profile?
Give reasons for the problem areas as numbered below.

Arrived at ABC restaurant just now
Public

2)
Lives in Singapore

DOB: 14 Sept 2005
School: IZ Primary
Phone: 9411-0000
Interest: Reading

Today is Jay’s birthday!
We are having a party at Universal
Studios tonight!

-

&

G

&

&
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Protecting Others' Privacy

DQWorld.net

900

Everyone has the right to keep personal information private.

All people are equal, and so are you and your friends. Other people’s personal
information also needs to be protected, just as yours does.

What should you tell your friends before you post any of their personal
information?

W ?
W ?
W ?
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Internet Privacy Rights

DQWorld.net

What does privacy mean as a human right?

Privacy as a human right means that you should have

The first step to protect your privacy right is for you to decide who gets to have your
personal information!

In order to maintain your own privacy on the Internet, you need to check three things.

Fill in the blanks below. Remember, these are the three questions to check whenever
you visit a website or use an app.

Does it collect about you?

Does it have a link to “ ”?

Does it share the information with

?

Remember! Make it a habit to ask these three questions whenever
you use a site or an app.
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Cyberbullying
Management

Cyberbullying
harms everyone
involved and
not just those
on the receiving
end!

Name: Date:

Detecting Cyberbullying

DQWorld.net

Cyberbullying hurts people and can be as simple as sending or
Forwarding a mean message.

How do you think Lu felt after experiencing cyberbullying?

7

\ S

Let’s be honest. Have you ever hurt your friends and/or other people by sending them
mean messages? Write down (a) how you can stop yourself from hurting someone
again, and (b) what you should do if you see someone experiencing cyberbullying.

7

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.




Name: Date:

What is Cyberbullying?

DQWorld.net

Let’s find out more about cyberbullying, so that you can spot it in the future. Cyberbullying

Management

What is CYBERBULLYING?

" | Cyberbullying is the act of
using the Internet, cellphones,

video games or other

to do something mean or hurtful

to

others.

Cyberbullying HURTS!

-1 0 C I

Cyberbullying is unkind and it is never Funny.
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Identifying Types of Cyberbullying

DQWorld.net

Cyberbullying Cyberbullying can happen in many ways and can often go unnoticed.
Management

OK, truth time!

Have you ever been a cyberbully? Which of these online activities have you
taken partin?

Write Yes or No in the blanks

1 1 made fun of someone by sending and posting stories, jokes, or pictures

about him/her. (____)
2 | purposefully excluded someone from an online group. (_____ )
3 | sent or posted cruel and untrue things about someone. (_____)

4 | entered or used someone’s email, website, or computer without his/her
permission, then made changes / sent something to make them look bad.

()

5 | sent or posted messages to someone saying that | will hurtthem. (_____)

6 | pretended to be someone else and sent/posted messages to get that

person into trouble or make the person look bad. (_____ )
7 | kept on sending someone rude and insulting messages. (_____ )
8 | spread rumours or gossip about someone online. (_____ )

9 Itricked someone to provide me with secret or embarrassing information
and then | sent/posted it online to others. (_____)
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Date:

Being Involved in Cyberbullying Unknowingly

DQWorld.net
It's so easy to take part in cyberbullying. It takes only one ‘click’ orone Cyberbullying
‘Forward' to spread mean messages online. Sometimes you may not even Management

be aware that you are participating in cyberbullying.

Name the 4 roles of cyberbullying.

1 ]

The child who starts the bullying and plays a leader.

2 ]

The child who is being bullied.

® ? 3 )
The child who is attracted to the bullying act and takes
partin it.

4 [ ] The best way to

defend yourself
The child who does not like the bullying act but does not and your friends
against Boolee
is to always be
an Up-stander!

want to get involved.

Once bullying occurs, all four people can become slaves of Boolee!
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Diffusing a Cyberbullying Situation

DQWorld.net
Cyberbullying The internet is a place where all Kinds of people from different
Management backgrounds, countries and cultures can share their thoughts and

opinions. Very often, people will disagree about various things online.

What are the 5 steps to consider before responding to mean or hurtful
messages?

Use the following clues to complete the 5 steps.

~ )
TIME
Step 2: EMOTIONS
Step 3: A FLAME WAR
A~ M
DE-ESCALATE
Remember, you
can rule over
your emotions.
Don’t let them
rule over you!
Step 5: AGREEMENT
\ S
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Name: Date:

Dedling with Cyberbullying

DQWorld.net

When you are attacked by Boolee, stay cool!

Fill in the blanks to complete the 3 steps to stop cyberbullying. Then,
search for the missing words in the crossword puzzle below.

Step 1. STOP! Don’t

Step 2. Savethe

Step 3. Tella
L DD | N| I | E|H|W|S T DT
U|Z2  H D M| D E C|B|K|J R
vV E|C W |S J|Il ' V| Y Z2|A|U
F P E|J K| M O M U | X | I |S
E/ D V|2 | R E P |L | Y |Q@ F|T
B G| I |Y D L W | R B|H|Z E
M L DY O W R|U E|U T D
X U/ E|[S|Z2|P|S| G M B G A
W Z N 6| N C G X | U 0 E D
b Y| C B K vV C|2Z2 W J L U
AT E|F W K J|Il | Y| 0| T|L
P E|A B A U|F 2|V I |2 |T
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Name: Date:

Who are My Trusted Adults?

DQWorld.net
Cyberbullying Fillin the blanks.
Management
( ) are people you can look up to and rely on.

They are willing to be with you to help when you are in trouble.

Be quick to tell ( ) when you see a potential

cyber danger, be it a small or big matter.

Who are the trusted adults that you can get help from?

1 Name:
]
Relation:
z Name:
[
Relation:
3 Name:
[ ]
Relation:
Are you sure these are adults you can really trust? Yes / No

Don’t hesitate to seek help from them when you need to.
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Name: Date:

When to SeeKHelp

DQWorld.net
Always tell frusted adults when you run into cyber dangers! Cyberbullying
Do you recall a time you needed help? Management
Describe what happened and how you asked for help.
r \
\ J

Sometimes situations can be too dangerous for you to
. handle on your own.
~
It is important to get help from trusted adults when you
encounter any cyber danger.

Infollmons make

Let’s list some scenarios where we might need to ask for help! you think that
parents and
teachers don’t

Scenerio 1 lamreceivingth __ _ _ _ s. care and cannot
help, when in
fact they can

Scenerio 2 A strangeris askingmetom __ __t himor her. be your biggest
protectors.

Scenerio 3 Someone is trying to get my p l

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.




Date:

Name:
How Does the Internet Work?
DQWorld.net

Digui;aelni::;zen Internet = [ ] + [ ]

How does your photo on your mobile get sent to the computer of a person
in another country?

M = »
R

s is what happens when you send a photo.

The photo image is broken into little partscalled __ ____
and sent to your router by radio signalscalled __ __ __ __.

2 Therouter sends signalsthrough __ __ .
2 The websiteis located on acomputercalleda __ .

4. The photo image is reassembled for you to see.

~

Each device (e.g. computer, mobile) has a unique IP address.

Check your own IP address!
Go to Google and type “What is my IP address?”
Write it here:
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Name: Date:

Digi'ral Leader Creed

DQWorld.net

RESPECT is the virtue that makes up the Golden Rule.

In order to uphold the Digital Leader Creed, let’s first consider how you should
treat others.

Fill in the blanks.

Digital Leader Creed: “Do unto others as you would have them
unto you.”

“Everyone should be treated with

for their ,

be it online or offline.”

Always ask before you act,

“Would | want someone to treat me like this?”

means that you value or

admire someone by treating them in a considerate,

courteous and polite manner.
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Digital Citizen
Identity

Name: Date:

Digifal Leader Creed

DQWorld.net

RESPECT is the virtue that makes the Golden Rule.

How you treat people will show them how you

think of them. Your actions

your personal values.

to others, if

you want to be treated kindly.

even when you don’t like them.

Just as you are worthy to be respected, so are
they, regardless of your feeling for them.
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Name:

Date:

Being a Global Citizen

Global citizenship is a matter of demonstrating characters, values or
habits of mind, body and spirit as a globadl citizen in the digital world.

Fillin the blank to complete each sentence.

7

“A citizen is someone who understands

interconnectedness, respects and values diversity, has the
ability to challenge injustice and takes action in personally
meaningful ways.” - by U.S. Fund for UNICEF

There are four steps to foster global citizenship.

=

your own self and take pride in

your own culture.

™

Welcome

Look out for the midst of diversity.

=

Never tolerate prejudice and hatred.

is an essential value for global citizens.

citizens are “global citizens”.

»

-

A
AN
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Name: Date:

Being a Global Citizen

DQWorld.net
Digital Citizen Global citizenship is a matter of demonstrating characters, values or
Identity habits of mind, body and spirit as a global citizen in the digital world.

Complete the crossword puzzle using the missing
words on the previous page.

®

@
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Name:

Date:

DREAM QUEST

What's My Dream?

DQWorld.net

Remember what we learnt about being a Global Citizen? What are some ways
you would like to see the communities you are part of change for the better?

7

PERSONAL
SPHERE

LOCAL
COMMUNITY

NATIONAL
COMMUNITY

GLOBAL
COMMUNITY

DIGITAL
COMMUNITY

My dream for myself is that

My dream for my community is that

My dream for my country is that

My dream for the world is that

My dream for the digital community is that

Digital citizen

What are some of the things you are currently
doing to achieve your dreams?
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Dreams help us
see that things
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stay the same
and guide us
to ask, “How
can | make a
difference?”.




Name: Date:

Congruent Online and OFFline Identities

DQWorld.net

Digital Citizen Create your online persona with integrity and thoughtfulness.
Identity -

Jugo is the Infollmon who tries to deceive you into
thinking that you can behave in whatever manner
you like when you are online. Let’s avoid falling into
Jugo’s trap by making the right decisions!

Should you have congruent online and
offline identities?

+—

Do you know that your online
personality can affect how people think
of you even offline?

! !

Should you try to create a fake persona
online in order to feel respected and

powerful?

»

Congratulations! You create
your online persona with
integrity and thoughtfulness.
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Name: Date:

Integrity of Online Persona

DQWorld.net

Uphold integrity For our online-self Digital Citizen

Identity
‘ Integrity means “being honest, undivided, and
upright to the principle.”
Remember, people like individuals who are
authentic and real! Present your true self.

Select the five adjectives that best describe your true self and use them to fill in
the blanks below.

( )

Ambitious Compassionate  Enthusiastic  Generous Insightful
Organized Patient  Trustworthy Creative Pragmatic
Forgiving Helpful Devoted Competitive  Out-going

Assertive Thoughtful Kind Sincere

Presenting an
incongruent
online persona
My true self is ) ) ) Y
unhappiness
and
discontentment.
On the other
What can you do to make sure your online-self reflects your true self? hand, when
youronline
f A persona reflects
your true self it
can become a
force that helps
you become the
BEST YOU, the
REAL YOU.

and
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Digital
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Management

Name: Date:

What is Digital Footprint?

DQWorld.net

Your digital Footprint refers to everything on the internet can provide
information about you!

Circle the words which may be your digital footprint.

Hand letter
Text message
B'°9 Posy
gearch history s""I'Ool News lety
Filling out an er
online form .
Video
Mobile chat o™
oni®

Fill in the blank.

( )

Once your information gets on the internet,
getting it off is almost impossible!

It is often and

beyond your ability to change or delete.
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Digital Footprints Reveal Personal Info

DQWorld.net

Carefully managing your digital Footprint can help Keep your personal
.‘00

information safe.
.e

Once your digital footprint is on the internet, anyone can discover ..
your personal information or more information about you.

Your digital footprint can include personal details you never
want anyone to find out.

How can strangers take advantage of your digital footprint?

( )

Strangers can

Strangers can

Strangers can

Strangers can

Strangers can

Be careful with what you share, who you chat with, and which
sites you visit. Remember, whatever you do online leaves behind
evidences about you - your digital footprint!
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Name: Date:

Persistent Digital Footprints

DQWorld.net
Digital Digital Footprints last for a long time and are difficult to delete
Footprint
Management DOUBLE PUZZLE
Directions:

Unscramble the following words related to the Digital World

1. CYVAPRI-

2. ENOILN -

2.  RBYCE YBLLU -

4., BERDTASNY -

5.  IIDGLAT-

. PERNATDUS -

/. ITIPRORY -

‘o,"
FOLENFI - “a
8. @ %

9. NKTERWO -

10. PITOTOFRN -

Digital footprint can be
” means “lasting for a long time” or “difficult to delete”!
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Name: Date:

Digital Footprint Impacts Digital Reputation

DQWorld.net
How you appear and behave online can affect how people relate toyou Digital
Footprint
Fillin the blank. Management

( )

What we do online leaves an impression on who we are and actually
affects how other people judge us.

How you appear and behave online can affect how other people relate
to you!

We call this

This is the impression other people have of you and it reflect upon
your character.

\ S

Your digital footprints can be either DAMAGING or BENEFICIAL, depending on what
you post online.

On the bright side, you have the power to create a positive online persona that
reflects your best qualities!

Write down some ways you can present a good digital reputation.
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Name: Date:

Real Life Consequences of Digital Footprints
DQWorld.net

- Treat others how you want to be treated.
Digital

Footprint
Management

CROSSWORD PUZZLE

ACROSS

AL, Your online activity can have

A2.When you aren’t face-to-face with others, it is hard to see

their
A3. others as you want to be treated.
DOWN
D1.Apply the every time you post

something online.

D 2. Online communication is often , soitis hardto
know what impact our words have.
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Name:

Date:

Stop, Think, Connect

DQWorld.net

Stop, think, and connect before you act on the Internet!

Like an athlete needs to practice their sport, all of us need to practice using the stop,
think, and connect model to manage our digital relationships.

Fillin the table below.

RESPONSE

ACTIVITY

Calling
someonein an
online game a
“noob”

Stop and check
your instinctual
response

I will wait until  am
less angry to reply.

Think about the
consequences

I could ruin
someone’s day.

\
Connect with

compassion.

| would not want
someone to criticize
me while | play.

Sharing an
embarrassing
photo of a
friend online

Forwarding a
“chain email”

Sending a funny
“selfie” to a
friend
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Management

You SHOULD &
CAN control the
things you share
and post about.




Cyber Security
Management

Name: Date:

Crea‘l'ing S1'ron9 Passwords

DQWorld.net

When you lock the door of your house, do you leave the key on the door so that
anyone can find the key and unlock the door?

Setting a weak password which anyone can guess is just like leaving the door to your
online account wide open for attack.

Let’s try to make a strong & memorable password.

Step 1: Think of a sentence with at least 8 words

Step 2: Take the first letter of each word

Step 3: Change some of letters to uppercase

Step 4: Change some of letters to be symbols

Step 5: Add some numbers

Now you have a strong password.
Do NOT share it! Only you should know your password.

Keep it safely.
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Name: Date:

Keeping Passwords Safe

DQWorld.net
After learning how to create a strong password, you will now learn how Cyber Security
to Keep it safe and a pledge to do so. Management
) 4 Rules to keep your passwords safe. )

The 4 rules to keep your password safe are listed below with some errors in them.
Highlight the incorrect words and complete the rules by changing the words.

Let’s try to make a strong & memorable password.

Rule 1: Don’tshare your password with anyone other than your friends or
a trusted adult.

Rule 2: Use the same password for every online account you have.

Rule 3: Always log into a computer that isn’t yours!

ONLY you should

. L know your
Rule 4: Try to change your password regularly - it is recommended that a——_y.

you do so every six years. NOT share it!
Keep all

passwords
safely.
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Managing SPAM and SCAM

DQWorld.net

Cyber Security Remember - when in doubt, DON'T CLICK!
Management

Fillin the blanks in the sentences below.

is an unwanted
email or text mostly advertisements sent

@ to a large number of addresses.

is a trick to get
your personal information, normally by
pretending to offer you something for
free.

Read the sentences below and check TRUE or FALSE.
Correct the sentence to make it TRUE, if the sentence is FALSE.

1 Never send'a chain email.to your friends! TRUE / FALSE
These emails may have viruses!

2 Imustreply when I receive an email from TRUE / FALSE
an online friend but whom | haven’t met.

3 Stay away from pop-ups and ads no matter TRUE / FALSE
how much fun they look, especially those offering
“FREE” stulff.

4 Whenindoubt, just click! TRUE / FALSE
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Name: Date:

Managing Phishing
DQWorld.net
Identifying and managing phishing attempts

Fill in the blank in the sentence below.

is a scam where
someone tries to steal you personal info
by pretending to be someone you trust
like a friend, your game, or even your
email service!

Are the statements below true or false? Circle the correct answer.

7 N
1 [fthe website logo loc?ks different or unusual, it is TRUE / FALSE
probably a fake website.
2 If something is completely FREE, it is a rare TRUE / FALSE

opportunity that we should seize.

3 Messages that convey a sense of urgency orthreat TRUE / FALSE
should be treated with suspicion.

4 'fthe website looks the same, it’s okay for the URL
to be slightly different. TRUE / FALSE

5 You should Flelete emailsf and text. messages that ask TRUE / FALSE
you to provide personal information.
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Name: Date:

Observing Mobile Security

DQWorld.net

Cyber Security Follow the 4 rules to Keep your mobile safe.
Management

Time for a word search. Fill in the blanks and find the relevant words in the
word search puzzle below.

Rule 1:
Have a

Rule 2:
Only your number to people that

Rule 3:
Keep your device with the latest

Rule 4:

Turn off your , and
location services when not in use.

C/ S A|lZ| K| U C|J X B D|Z|Y |J
C/ T N K 2| L/ P H AL/ WV S| U
N R/ O WL X 0O D H/ U/ OA C |V
X O/ T B H B E|L A E P/ N UM
M/ N V X Y| C V| W Y| T N K W H
M 6 L O Q@ M I G|V O E|L|Y|H
: H/ P/ P R X D F I W O K D|G|F
Digital Leaders A/A|/B C BN Y|V M[T M S B O
exercise caution.
Following the L S B/ W|I | F|I | E X H P W Y| N
4 rules helps
to keep your Y| S|  R|J| 2|0 F I | L B E 2|Y|T
mobile safe.
CIW C/D R H/IL/ R/ M D O/ W|J|R
T| O W| S W O| G| H|G|S J| L | 2Z2|U
N R/ R MW M F R I | U B Y L|S
H D| S| 0O F T WA R|E J E E|T
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Name: Date:

Whom Do You Meet Online?

DQWorld.net

Develop good discernment, know who to frust! Critical
Thinking

Online friends are people you meet online, but have never known in real life.

Can you tell the difference between ONLINE and OFFLINE friends?

Write down “ONLINE” or “OFFLINE” next to the different friends you meet.

friend - Met at your school

friend - Met through online chatting

friend - Plays online games together
but have not met in real life

friend - Plays soccer together during
PE class

friend - Has mutual friends on
Facebook

friend - Has mutual friends in school

Online friends can be fun and friendly.
But some of them can also be potentially dangerous.
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Critical
Thinking

Name: Date:
Who are Online Friends?
DQWorid.net

Know when to use iZ TELEPORT to tell a trusted adult!

Circle TRUE or FALSE next to the sentences below.
Turn false statements into true ones by correcting the errors in them.

.

Example

Shah{y/personal information with online friends
Share your personal information with online friends

TRUE / FALSE

TRUE /

. You should agree to meet up when someone whom
you’ve only met online asks you to meet in person.

2 Online friends are people you have met online, but
have never known in real life.

= Youshould keep silent when you know someone is
pretending to be someone he or she is not.

/. Don’t hesitate to seek advice from a trusted adult
when you are in need.

5 Youshould ignore strangers who try to contact you
online.

TRUE / FALSE

TRUE / FALSE

TRUE / FALSE

TRUE / FALSE

TRUE / FALSE

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.




Name: Date:

The 12 Stranger Alerts

DQWorld.net

Stranger danger is a real threat. Be discerning and remember Critical
to seek help! Thinking

These are the 12 warning signs of stranger danger.
Let’s try to remember what they are and fill in the blanks.

FLATTERY

ASKS ABOUT ( )

SECRECY

TELLYOU TO NOT ( ) OTHERS

TELL YOU TO ( ) YOUR PARENTS

MAKES YOU FEEL BAD

PERSUADES THROUGH MANIPULATION

THREATENS TO END ( )

OFFERS YOU GIFTS

@mﬂm!ﬁthI—I

[
=

WANTS ( )

11. SUSPICIOUS

12. WANTSTO ( )

Do you know that not everyone online is telling the truth?
If you ever see any of these warning signs, even just one or two, stop
communicating and consult a trusted adult!
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Date:

Name:

How to Avoid Violent Content

DQWorld.net
Learn to protect yourself from the threat of violent content

Critical
Thinking

How would you teach your friends to avoid violent content in the digital world?

Plan a comic that has a cyber-safety message in it. You can work on your

own or team up with your friends.
\

r

¥
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Name: Date:

What is Inappropriate Content?

DQWorld.net

Remember these images? Fill in the caption that accompanied each image in
the Mission.

A ~ A

Inappropriate
content can
cause you to
develop bad
habits. It can
destroy your
mind before you
realize it. Get
away before it is
too late!

143
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How To Critique Content

DQWorld.net

Critical Check to make sure contentis good and appropriate For you.
Thinking

Brutus has scrambled some keywords to try and confuse you. Unscramble the
relevant words and write them down.

s

Be a Content Critique by:

1 Check the SINTRAG -
Only play games appropriate for you.

2 Read SVIEWRE -
Check what others say!

< Check with your RNETSAP -
Talk to a trusted adult before trying new games or websites.

Take the following steps to block unwanted content:

1 Close or EELTED the unwanted file -

2 LCKOB the perilous website -
Remember that
violent and
inappropriate
content can

be extremely
harmful. A
digital leader
uses Content
Critique to
protect him or
herself!

Use software that LIFRETS web traffic -

Talkto a RSUTTDE adult -

wi A~ W

Use LIDCH-REFIDYLN search engines -
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Date:

Name:
True vs. False Info
DQWorld.net
Always verify your Facts by double-checking them Critical
Thinking
Circle all the established institutions in the box below.
~ )
Government Entertainment
Websites News websites
News organizations
Co,,,
Muny; By,
Wikjg °gs
priend's
Q‘?:ia\ medid
University S ot I
nter
websites po ernet Forums
o _J

Do you think this “flying skateboard” image is real or fake?
Use your digital skills to find out.

1. Isitreal or fake?

2. What search term did you use?

2. What are two websites you used to verify this fact??
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Name: Date:

Courage to SPEAK UP

DQWorld.net

Courage is the willingness fo say and do the right thing,
regardless of the cost.

Speaking up may be difficult, but it’s up to us to do what’s right. We have the ability to
speak up and help one another!

Do you remember the incident
when George and James sent mean
messages to Lu? If you were to
witness this situation, how would
you speak up for Lu?

\ S

To avoid becoming a helpless bystander, we must exercise courage and
help those in need!

Circle True or False next to the sentences below.

1 Youshould justignore it when someone uploads
an embarrassing photo on social media about your
friend.

TRUE / FALSE

2 Youshould tell trusted adults to stop a TRUE / FALSE

cyberbullying situation.

3 Yc?u shguld joinin the fun and play a prank on a TRUE / FALSE
friend in a group chat.
4 You should tell him/her to stop if you see someone

; ) TRUE / FALSE
texting mean messages to your friend.
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By-standers vs. Up-standers

DQWorld.net

Be an Upstander and defend people in need. Digital
Empathy

UPSTANDERS are willing to stand up and take action to defend people in need.
As an UPSTANDER, what would you do for your friend who is being bullied?
Answer the questions in the four steps below.

FEELS + NEEDS
How can you show your friend that you care?
( )
\ S
INTERRUPT
How would you interrupt the bullying?
( )
\ v
\ S
SPEAK OUT
How can you speak up for your friend?
( )

O

® )

TELL TRUSTED ADULTS
Who is/are your trusted adult(s)? How and what will you tell them?
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Name: Date:

Listening with Empathy Online

DQWorld.net

We have to work extra hard to have empathy in the digital world.

Fill in the blank.

is the ability to understand

what another person is feeling. It is seeing the
world through his or her eyes.

When we use the Internet and mobile, it becomes
harder for us to listen to the other person’s heart

because we can’t see their face and expressions when

they are typing a message to us.

So, itis very important to

There are 2 steps to truly understand other’s feeling and needs.

Step 1:

Step 2:

Keep in mind these 2 steps and try to listen to each other’s heart. Have empathy!
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Speaking Up With Empathy

DQWorld.net

Stand up for yourself and others.

Use each of the following words once to form sentences we can use to help Andy.

Something The About Take Immediately
Down Andy Feeling Mean Post You
( )
To: Mom
Tom posted !
\ S
( )
To: Andy
How are ?
\ S
( )
To: Tom
You should !
\ S

Look at your answer to this question from Mission 14:

“(a) how you can stop yourself from hurting someone again, and (b) what you should
do if you see someone experiencing cyberbullying.”

Write down an improved answer using what you have learnt in this Mission.

( )
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Name: Date:

Empathy For Cyber Victims

DQWorld.net
Digital Remember to treat others how you want to be treated.
Empathy . o : :
Using what we learnt in Mission 48 about empathy, describe Mabel’s feelings
when she was falsely accused of being a thief.
F N
L
l [~
\ J
If you were Raz, what would you recommend J.J. do?
Try to use what we learnt in previous Missions.
F N
L
Adigital
leader always
remembers to
stop, think and
connect, to
stand up for his
or her friends,
and to behave
responsibly
online.
1 [
\ J
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Date:

Don't Be Judgemen'l'al Online

DQWorld.net

Connecting with compassion is better than being too quick to judge. Digital
Empathy

Fill in the blanks.

are when a bunch of people gang up

against one person on the Internet. Maybe the person acts badly and it
makes them mad.

How would you feel if you were Grace?

Everybody makes mistakes which includes you and me. m

“The Golden Rule. Do unto others as you would have them
do unto you.”

When you see other people’s mistakes, do not be quick to
judge or condemn them.

Now, what would you do if you see other people’s mistakes?

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.




Mission 3

Commands : Take control of our digital use in responsible and effective ways.
Co-Creates Become a part of the digital ecosystem by creating new content and

realizing new ideas using technologies and media.

Changes : Make differences by solving global issues such as the environment

health, education, and others!

Mission 4

;
:
-

( )

Mission 6

1. True 4, True
2. False 5. True
3. False

Mission 8
Example:

1. Do not use computer over 1 hour in a day
2. Never play computer game before finish homework

Example:

- Help mom’s house work

- Jump rope 500 times

- Play baseball with friends

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.




Mission 12
SELF - CONTROL

Mission 13

- 3 times a week
-2 hours a day
-1houraday

Mission 19

]
:
3

- 2
Home address
ds
-
H,o Age or date of birth
Ne
. J

Mission 20

Example:

1. Do not post your photo publicly.

2. Do not post your personal information as address, phone number, school name,
and others.

3. Do not post your full name publicly.

4, Make sure settings set on private especially your photos and videos.

5. Do not post your location publicly.
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Mission 21

WHAT? Tell them what you will be posting.
WHY? Let your friend know why you will post it.

WHERE? Let your friend know where you plan to post.

Mission 22

full control over your own personal information.

Answer Sheet

- personal information
- privacy policy
- third parties

Mission 26

technology devices, on purpose
H armful On Purpose

U ses Power

R ipples
T echnology Carries the Messages

Mission 28
Bully
Victim
Supporter

el A

By-stander

Mission 29

Step 1. Take TIME out

Step 2. Rule your EMOTIONS

Step 3. Beware of starting A FLAME WAR
Step 4. Decide to DE-ESCALATE

Step 5. Look for areas of AGREEMENT
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Mission 31

: D

Answer: L|D|(D|N|I | E|H|[W|S|T|D|T

U 4 H D|( M| D E Cc B K J R

'} E C|(W/|S J | V| |Y Z| A | U

)
F P| E J K| M| O | M| U | X | S
|~ -

E D|V Z I R | E P L|Y J Q F| T

B G | Y D L|W|R B H Z E

Step 1. STOP! Don’t reply M| L|P|Y O/ W R|JU|JEJU|T|D
Step 2. Save the evidence X| U|E|S|Z|P|[S|G|(M|(B|G|A
Step 3. Tell a trusted adult w|/ z|IN|e|N|c|le|x|u|o|E|D
D Y| C B K|V Cc Z (W | J L U

A T|E )| F|W]| K J | Y 0 T L

P E|A B|A|U F zZ |V | Z T

Mission 32

- Trusted adults
- trusted adults

Mission 33

Scenario 1. | am receiving threats.
Scenario 2. A stranger is asking me to meet him or her.
Scenario 3. Someone is trying to get my personal information.

Mission 36

Answer: |Interconnected + Network

1. Packets, Wi-fi
2. Wires
3. Server

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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Mission 38

dignity
inherent worth
yourself
Respect
reflect
forgiving

No oAb

Be kind to people

Answer Sheet

Mission 39

Answer:@ T
G| L|O|B|A]|L
@ L
D E@
I R D
F A |
F N G
E C I
®RESPECT
A A
N L
C
E
C:DSIMILARITIES

Mission 43

- Yes
- Yes
-No
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Mission 47

Answer: ( )

Hand letter

Text message

193YS IaMsuy

Filling out an
online form

Mobile chat

L J

Answer: Permanent

Mission 48

Example:

Strangers can try to trick and steal from you.
Strangers can try to be friend with you and gain your trust but they have bad intentions.

Strangers can try to steal your personal information.

Strangers can try to meet up and hurt you.

Strangers can try to steal your password to hack into your account.

Mission 49

1. PRIVACY 6. UPSTANDER
2. ONLINE 7. PRIORITY

3. CYBER BULLY 8. OFFLINE

4. BYSTANDER 9. NETWORK
5. DIGITAL 10. FOOTPRINT
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:
-

Mission 50

Answer: Reputation.

Example

- Contribute positive comments

- Share details of your awards and accomplishments
- Show your creativity and share ideas

- Be thoughtful and respectful in your posts

Mission 51

e
A
G C
CONSEQUENCES
L L
D ®TREA
E S
N S
R
u
L
E

Mission 55

Example:

Step 1. Treat others as you want to be treated.
Step 2. Toaywtbt

Step 3. ToAyWtBt

Step 4. TOAyWt&t

Step 5. TOAYyWt&t72
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Mission 56

Rule 1. Don’t share your password with anyone other than your parents or a trusted adult
Rule 2. Use a different password for every account you have online

Rule 3. Always log out of a computer that isn’t yours

Rule 4. Try to change your password regularly recommended every six months

Mission 57

193YS IaMsuy

-Spam
-Scam
1. True 3. True
2. False False
Mission 58
Answer: Phishing
1. True 4, False
2. False 5. True
3. True
Mission 59
Answer:
cls alz KWN J x? plzlyly Rule 1. Have a strong password.
¢/t n|klz[L P alLlwv]s|u
NIR olwlL|x o\p\\Qu o|A|c|v| Rule2. Only give your number to
Xx|0 T|B|H|B|E L\\A{ PIN|U[M people that you trust.
MIN Vvix[y|c|v|/w/yY T N|K|W[H
Ml Liojalm|i1fe v\bx{\l. Y | H| Rule 3. Keep your device updated
H|/P P/R|/X|D[F|I W|O K D[G|F with the latest software.
A(A|/B|C/B(N|Y{V /M|[T M S| B|O
L|S B[W I F I\E/X|HP|WY N | Rule 4. Turn off your wi-fi, bluetooth
Y/SRIJ|ZIOJF/T|L/BIEZY|T and location services when
CIW/ C/ID/IRIHIL/IR/ MD O|W|J|R .
not in use.
T|O W/ SIWO|GIH|G|S|J|L|Z|U
N(RIR M(WM F(RIT{U/ B|Y|L|S
H|DS OF TWAREJEET
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Answer Sheet

Mission 62

1. Offline 4, Offline
2. Online 5. Online
3. Online 6. Offline
Mission 63

1. False 4, True
2. True 5. True
3. False

Mission 64

2. ASKABOUT PERSONAL INFO

4. TELLYOU TO TRUST OTHERS
5
8

. TELLYOU TO DISTRUST YOUR PARENTES
. THREATENS TO END FRIENDSHIP

10. WANTS PHOTOS

12. WANTS TO MEET

Mission 66

- You do not hang out with friends.

- You search for more bad videos/photos/games.
- You school grades suffer.

- You do not sleep well.

Mission 67

1. Check the SINTRAG - RATINGS

2. Read SVIEWRE - REVIEWS

3. Check with your RNETSAP - PARENTS

Close or EELTED the unwanted file - DELETE

LCKOB the perilous website - BLOCK

Use software that LIFRETS web traffic - FILTERS

Talk to a RSUTTDE adult - TRUSTED

Use LIDCH-REFIDYLN search engines - CHILD-FRIENDLY

ok wd e
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Mission 68

Answer: ( )
Entertainment m
News wWebsites E
News organizations a
Blogs g
o nd‘s
"‘.’:: ::ﬁu post 0
University soc! Internet Forums m
websites *
X J

Mission 71
Example:

I’ll tell George and James to stop sending a mean message

1. False 3. False
2. True 4, True

Mission 76
Answer: Empathy

Answer: Pay close attention to the words we’re reading in the online messages

Step 1. Feel with the people
Step 2. Connect with understanding without judgment.

Mission 77

1. Tom posted something mean about Andy!
2. How are you feeling?

3. You should take down the post immediately!

Mission 80

Answer: Online mobs
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Student Instruction Sheets

For educators that want to have their students complete more of the programme outside of class, you
can use the following Student Instruction Sheets to pass out to students to keep track of their
progress at home. You can assign workbook pages as well. If not, you can tell them to ignore that
column. All students have to do is check off as they complete and have their parent sign (if necessary).

DQworld

Name: Class: Date:

Lesson 1 Student Instruction Sheet:

The Digital World Part 1

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

ate:
Don't spend too much on DQWorld.net no matter how fun it will be, We recommend using
it for <45 minutes per day. Pay careful attention to the videos, slides and interactive
learning quests! There will be guestions based on these, in order for you to eamn badges Shigati
and certificates! ot 3heat:
Part 2

¥ empower you with DQ (digital

Activity DOQWorld.net Mission &

an:erz Mission 01, The Beglnning o N/A o d fu_n it will be We fed.:ommer?d using
e videos, slides and interactive L
Quiz :"oi?f;cn 02, What Type of Digital Leader are o N/A o se, in order for you to earn badges

Jart 1

T you with DQ (digital

ack Upon Warkbook Check Upon

mipletion Mission # Completion

Parent's Signature:
=] Mission 03 ]
o Mission 04 o t will be,. We recommend
deos, slides and
o N/A o hese in order for you to

hese learning points? How would

Workbook Check Upon

Mission # Compietion
Mission 06 =]
N/A o
1 -
Mission 08 a
2017, DO WORLD PTE. LTD. DO ¥ | riggh ed N/A o
g NfA o
Parent's Signature:
2
101 Q WOR PT L 0 WORLL ma 00 WOR P L I gk o
3
17 DR E TD.E WORLD I5 a trad kafD DR PTE. LTD, Al (i |
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)World

Name: Class: Date:

Lesson 1 Student Instruction Sheet:

The Digital World Part 1

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on DQWorld.net no matter how fun it will be. We recommend using
it for <45 minutes per day. Pay careful attention to the videos, slides and interactive
learning quests! There will be questions based on these, in order for you to earn badges
and certificates!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion
Story | \rission 01. The Beginning O N/A O
Video ’
Quiz YMcliilon 02. What Type of Digital Leader are 0 N/A O

Parent’s Signature:

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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)World

Name: Class: Date:

Lesson 2 Student Instruction Sheet:

The Digital World Part 2

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on DQWorld.net no matter how fun it will be. We recommend using
it for <45 minutes per day. Pay careful attention to the videos, slides and interactive
learning quests! There will be questions based on these, in order for you to earn badges
and certificates!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion
Learning Mission 03. Be a Digital Leader O Mission 03 O
Lesson
Learning | Mission 04. What Type of Digital Leader 0 Mission 04 0

Lesson Are You?

Story Mission 05. Digital Leaders in the Digital 0

video | World N/A =

After completing these missions, how can you apply these learning points? How would
you act differently now as a digjtal leader?

Parent’s Signature:
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Qworld

Name: Class: Date:

Lesson 3 Student Instruction Sheet:

Screen Time Management Part 1

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Screen Time Management Badge!

Check Upon Workbook Check Upon

AGENTY) RO E Completion Mission # Completion
Learning o . ] ] o
Lesson Mission 06. Controlling Multi-tasking O Mission 06 O
Stor
Vide)cg Mission O7. Bump O N/A 0
Learning o ] o __
Lesson Mission 08. Preventing Game Addiction O Mission 08 O
St | \ission 09. One Bad M O N/A O
Video ission 09. One Bad Message /
Stor
Vide)c/) Mission 10. Too Much Game Time O N/A 0

Parent’s Signature:
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Qworld

Name: Class: Date:

Lesson 4 Student Instruction Sheet:

Screen Time Management Part 2

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Screen Time Management Badge!

Check Upon Workbook Check Upon

BT DARITLES W St 5 Completion Mission # Completion

Learning | Mission :_Ll. Harmful Effects of Excessive 0O Mission 11 O
Lesson Screen Time
Learning Mission 12. Self-Control in Digital Use g Mission 12 O
Lesson
Learning Mission 13. Balancing Screen Time O Mission 13 O
Lesson

Story .

Video Mission 14. Gone O N/A =
Leaming | wission 15. Family Media Rule O Mission 15 O
Lesson

Parent’s Signature:
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)World

Name: Class: Date:

Lesson 5 Student Instruction Sheet:

Screen Time Management Part 3

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Screen Time Management Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion
Learning Mission 16. Managing Time and Priorities O Mission 16 O
Lesson
Quiz Mission 17. Screen Time Quiz O N/A O

After completing the missions in Zone 1, how can you apply these learning points?

Parent’s Signature:
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'World

Name: Class: Date:

Lesson 6 Student Instruction Sheet:

Privacy Management Part 1

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Privacy Management Badge!

Check Upon Workbook Check Upon

G DB M) Completion Mission # Completion
S'tory Mission 18. Left Behind O Mission 18 O
Video

Learning Mission 19. Personal Information O Mission 19 O

Lesson

Learning | Mission 20. Keeping Privacy on Social o
Lesson Media O Mission 20 O

Parent’s Signature:
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)World

Name: Class: Date:

Lesson 7 Student Instruction Sheet:

Privacy Management Part 2

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Privacy Management Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion
Learning Mission 21. Protecting Others' Privacy O Mission 21 O
Lesson
Learning Mission 22. Internet Privacy Rights O Mission 22 O
Lesson
Quiz Mission 23. Privacy Quiz O N/A O

After completing the missions in Zone 1, how can you apply these learning points?

Parent’s Signature:
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DQworld

Name: Class: Date:

Lesson 8 Student Instruction Sheet:

Cyber-bullying Management Part 1

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Cyber-bullying Management Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission # Completion Mission # Completion
Learning | \rission 24. Lu Under Pressure O Mission 24 o
Lesson

Learning Mission 25. Detecting Cyber-bullying O Mission 25 o
Lesson

Learning Mission 26. Defining Cyber-bullying O Mission 26 o
Lesson

Learning | Mission 27. Identifying Types of Cyber- .

Lesson Bullying = Mission 27 -

Parent’s Signature:
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Qworld

Name: Class: Date:

Lesson 9 Student Instruction Sheet:

Cyber-bullying Management Part 2

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Cyber-bullying Management Badge!

Check Upon Workbook Check Upon

RIS AL [ Pt & Completion Mission # Completion
Learning | Mission 28. Being Involved in Cyber- 0 Mission 28 0
Lesson bullying Unknowingly

Learning | Mission 29. Diffusing a Cyber-bullying .

Lesson Situation = Mission 29 =
Story | \icsion 30. Viral Virus O N/A O
Video

Learning | Mission 31. Dealing with Cyber-bullying o
Lesson O Mission 31 O

Parent’s Signature:
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DQworld

172

Name: Class: Date:

Lesson 10 Student Instruction Sheet:

Cyber-bullying Management Part 3

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Cyber-bullying Management Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion
Learning Mission 32. Who are My Trusted Adults O Mission 32 O
Lesson
Learning Mission 33. When to Seek Help O Mission 33 O
Lesson
Quiz Mission 34. Cyber-bullying Quiz O N/A O

After completing the missions in Zone 3, how can you apply these learning points?

Parent’s Signature:
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Qworld

Name: Class: Date:

Lesson 11 Student Instruction Sheet:

Digital Citizen Identity Part 1

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Digital Citizen ldentity Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion

Stoy | \ission 35. Here With You O N/A O
Video
Learning Mission 36. How Does The Internet Work? O Mission 36 O
Lesson

Story .

!

Video Mission 37. Wake Up! O N/A O
Learning Mission 38. Digital Leader Creed O Mission 38 O
Lesson
Learning Mission 39. Being a Global Citizen O Mission 39 O
Lesson

Story . .

Video Mission 40. The Calling O N/A O
Learnin

Lessong Mission 41. What's My Dream? O Mission 41 O

Parent’s Signature:
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174

Name: Class: Date:

Lesson 12 Student Instruction Sheet:

Digital Citizen Identity Part 2

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Digital Citizen ldentity Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion
Sty | \rission 42. RAZ. The Titan O N/A O
Video
Learning Mlsspp 43. Congruent Online and Offline 0 Mission 43 0
Lesson Identities
Learning Mission 44. Integrity of Online Persona O Mission 44 O
Lesson
Quiz Mission 45. Digital Citizen Quiz O N/A O

After completing the missions on the Zone 4, how can you apply these learning points?
How would you act differently now as a digital leader?

Parent’s Signature:
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Qworld

Name: Class: Date:

Lesson 13 Student Instruction Sheet:

Digital Footprint Management Part 1

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Digital Footprint Management Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion

S'tory Mission 46. Guardian's Gates O N/A O

Video
Leaming | \ricsion 47. What is Digital Footprint? O Mission 47 O
Lesson
Learning | Mission 48. Digital Footprints Reveal O Mission 48 O
Lesson Personal Info
Learning | Mission 49. Persistent Digital Footprints o

Lesson O Mission 49 O
Learnin Mission 50. Digital Footprint Impacts

& g P P O Mission 50 O

Lesson Digital Reputation

Parent’s Signature:
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Name: Class: Date:

Lesson 14 Student Instruction Sheet:

Digital Footprint Management Part 2

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Digital Footprint Management Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion
Learning Mllslsmn 51. R.eal Life Consequences of 0 Mission 51 0
Lesson Digital Footprints
Learning Mission 52. Stop. Think. Connect. O Mission 52 O
Lesson
Quiz Mission 53. Digital Footprint Quiz O N/A O

After completing the missions on the Zone 5, how can you apply these learning points?
How would you act differently now as a digital leader?

Parent’s Signature:
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Qworld

Name: Class: Date:

Lesson 15 Student Instruction Sheet:

Cyber Security Management Part 1

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Cyber Security Management Badge!

Check Upon Workbook Check Upon

RIS AL [ Pt & Completion Mission # Completion
Story Mission 54. Cloak of Silence and Eyes of
Video Detection = N/A =
Learning Mission 55. Creating Strong Passwords O Mission 55 O
Lesson
Learning Mission 56. Keeping Passwords Safe O Mission 56 O
Lesson
Learning | Mission 57. Managing SPAM and SCAM o
Lesson O Mission 57 O

Parent’s Signature:
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Name: Class: Date:

Lesson 16 Student Instruction Sheet:

Cyber Security Management Part 2

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Cyber Security Management Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion
Learning | \yission 58. Managing Phishing O Mission 58 O
Lesson
Learning Mission 59. Observing Mobile Security O Mission 59 O
Lesson
Quiz Mission 60. Digital Security Quiz O N/A O

After completing the missions in Zone 6, how can you apply these learning points?

Parent’s Signature:
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Qworld

Name: Class: Date:

Lesson 17 Student Instruction Sheet:

Critical Thinking Part 1

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Critical Thinking Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion
Story | \rission 61. Blocker Shield and Iron Wil O N/A O
Video
Learning Mission 62. Who Do You Meet Online? O Mission 62 O
Lesson
Learning Mission 63. Who are Online Friends? O Mission 63 O
Lesson
Learning Mission 64. The 12 Stranger Alerts O Mission 64 O
Lesson
Learning | Mission 65. How to Avoid Violent Content o
Lesson | Mission 65 |

Parent’s Signature:
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)World

Name: Class: Date:

Lesson 18 Student Instruction Sheet:

Critical Thinking Part 2

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Critical Thinking Badge!

Check Upon Workbook Check Upon

FETTE] DAL [ Pt & Completion Mission # Completion
Learning | Mission 66. What is Inappropriate O Mission 66 O
Lesson Content?
Learning Mission 67. How To Critique Content O Mission 67 O
Lesson
Learning Mission 68. True vs. False Info O Mission 68 O
Lesson

Quiz Mission 69. Critical Thinking Quiz O N/A O

After completing the missions in Zone 7, how can you apply these learning points?

Parent’s Signature:
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Qworld

Name:

Class:

Lesson 19 Student Instruction Sheet:

Digital Empathy Part 1

Date:

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Digital Empathy Badge!

oy aomsnamssens  Sekion Mo Cuenupo
Jrory | Mission 70. Failed O N/A O

Lf:ggg;]g Mission 71. Courage to Speak Up O Mission 71 O

Lfé:lsrg(i)r;]g Mission 72. By-Standers vs. Up-Standers O Mission 72 O
at(j’é{) Mission 73. A Titan's Sacrifice O N/A O
\?it(?é}c/) Mission 74. New Heart's Training O N/A O
\?it(?é}c/) Mission 75. Something In Common O N/A O

Learning | Mission 76. Listening with Empathy Online

Lesson O Mission 76 O

Parent’s Signature:
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DQworld

Name: Class: Date:

Lesson 20 Student Instruction Sheet:

Digital Empathy Part 2

DQWorld.net is a play & learn online platform that will empower you with DQ (digital
intelligence) in a fun way.

Don’t spend too much on the DQWorld.net no matter how fun it will be. We recommend
using it for <45 minutes per day. Pay careful attention to the videos, slides and
interactive learning quests! There will be questions based on these in order for you to
earn the Digital Empathy Badge!

Check Upon Workbook Check Upon

Activity DQWorld.net Mission #

Completion Mission # Completion
Lliagsrg(i)r;]g Mission 77. Speak Up with Empathy O Mission 77 O
Story | Mission 78. Getting It Right O N/A O
Lf:ggé%g Mission 79. Empathy for Cyber Victims O Mission 79 O
Lliagsrg(i)r;]g Mission 80. Don't Be Judgemental Online O Mission 80 O
\?i?g) Mission 81. The DQ HERO O N/A O
Quiz Mission 82. Digital Empathy Quiz O N/A O

After completing the missions in Zone 8, how can you apply these learning points?

Parent’s Signature:
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School
Collateral
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School Posters

DQ World provides school posters that schools can hang in their classrooms or hallways. There are 8
posters (one for each Digital Citizenship Skill). As students complete each Digital Citizenship Skill,
educators can hang up each poster accordingly to show the class how much they’ve completed! Use
these posters as symbols of achievement and class progress.

AbiEty to manage one's screen time, multitosking. Ay o Pusticfier witth ditctrtion off presary Ability To detect cyber-bullying situations
and one's engagement in online games and s : | i i1 T b and handie them wisely
social media with self-control
e DOk nert wsrw DOorid et

AbiEty o protect one's data by creating : h befween True and Fatse nfo,

sn(ﬂaplrmdsmimmm:l_;evm(rxscm;aﬂocks ‘geodond by content, and fstworthy ond
questionable contacts online

such o5 SPAM, SCAM and phishing

e DOWorid et
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ScreenTime

Management

Ability to manage one's screen time, multitasking,
and one's engagement inonline games and
social media with self-control

www.DQWorld.net D& World]
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www.DQWorld.net DQ World






Ability to detect cyber-bullying situations
and handle them wisely

www.DQWorld.net D& World]
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Digi'l'al Citizen

Ability to build and manage a healthy congruent
identity online and ofFline with integrity

S World
www.DQWorld.net D& Wor;
©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All ri "

ights reserved






Digital Footprint
Managemenr

Ability to understand the nature of digital Footprints
and their real-life consequences and to manage

themresponsibly
wiww,. DQWorld.net D@World"
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Ability to protect one's data by creating
sfrong passwords and to manage various cyber attacks
such as SPAM, SCAM and phishing

www.DQWorld.net
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Criticdl
Thinking

Ability to distinguish between frue and False info,
good and harmful content, and trustworthy and
questionable contacts online

www.DQWorld.net DG Worldi
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Ability to be empathetic towards one's own
and others' needs and Feelings online

www.DQWorld.net D& World;
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DQ Challenge Poster

Remind students that they are part of a global competition by having the DQ Challenge poster up in
the classroom. Educators can laminate this poster and write the top 10 students in their class and
constantly update it. You can also have one for each zone or month!

wiww.DQWorld.net

DQworld

©2017, DA WORLD PTE. LTD, D@ World is o trademark of DO WORLD FTE. LTD. All rights reserved.

STUDENT 7
o NAME Write the student’s real name or username here.

o TOIAL Write the student’s total score in this section.
SCORE

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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www.DQWorld.net

DQworld
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DQ

Digital Intelligence Quotient

8 Digital Citizenship Skills on DaWorld.net

Digital Citizen Identity

Ability to build and manage a healthy congruent identity online and offline
with integrity

ScreenTime
Ability to manage one’s screen time, multitasking, and one’s engagement in
online games and social media with self-control

Cyber-Bullying Management

Ability to detect cyber-bullying situations and handle them wisely

Cyber Security Management
Ability to protect one’s data by creating strong passwords and to manage
various cyber attacks such as SPAM, SCAM and phishing

Digital Empathy
Ability to be empathetic towards one’s own and others’ needs and feelings
online

Critical Thinking
Ability to distinguish between true and false info, good and harmful content,
and trustworthy and questionable contacts online

Digital Footprint
Ability to understand the nature of digital footprints and their real-life
consequences and to manage them responsibly

Privacy
Ability to handle with discretion all personal information shared online to
protect one’s and others’ privacy

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.
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What is DQWorld.net?

DQ World is a world leading online education platform to teach
children ages 8-12 the 8 Digital Citizenship Skills. It empowers
them to become informed and discerning digital citizens.

Born and raised in the digital world, children need to learn digital
skills for the future. Just as one needs to learn to be a safe driver
before taking the wheel, children need DQ education at the start
of their digital life to ensure they can safely navigate the digital
world.

Start Now @ DQWorld.net!
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CONNECTING EARTH
AND THE PIGITAL WORLD.

IT WAS ONCE
A BEAUTIFUL ANDP
MAGICAL PLACE.-.-.

ne VS e

---FILLEP WITH THOUSANPS OF
INCREDPIBLY POWERFUL
CREATURES CALLED TITANS

™

THE LAND WAS FOUNPED
UPON THE 7 PILLARS OF
R-E.&5.P.E.C-T-
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THE 7 PILLARS
OF
S | RP.E.S.P.E.C.T.

A
?5 PILCAR

THESE PILLARS WERE
ENTRUSTED ANDP
PROTECTED EBY.- ..

---THE 7 D& FORCES!|
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HOWEVER, ONE DAY A
GREAT PARKNESS CAME -

THE KING OF
INFOLLMONS, MAGUI,
PLOTTEDP TO TAKE
OVER P& WORLD- -

---BY SPREADPING
HATRED ANDP VIOLENCE
THROUGHOUT THE
PIGITAL WORLD.

i L

SOON, THE 1Z FORCES
KIPS BECAME POLLUTED BECAME POWERLESS.

WITH CYBERBULLYING, A i o

GAME APPICTIONS, AND DESTROYED
ANDP BECAME SLAVES 3 THE 7 PILLARS .
OF INFOLLMONS!
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---CAUSING
PESTRUCTION OF
PORWORLD- . .AND
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GO BACK TO WHERE

YOU BELONG,
You WICKED
MONSTER!

211
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COME BACK voaj BE CALM.
COWARDS! | | Now's NOT THE TIME-
I WILL TAKE
MY REVENGE!!!

212
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THE PR FORCES ARE
WEAK BeCAUSE
l CHILPREN PO NOT BELIEVE §§

IIN THE 7 PILLARS.

WE NEEP AN PR ARMY WHO CAN
SAVE RESPECT ANP RESTORE
THE LAND.

- BUT FIRST WE
NEEDP A HERO.- ..

To Be Continued[on]D@World.net!
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IQ EQ DQ

Digital Intelligence Quotient

8 Digital Citizenship Skills on DQWorld.net

@) &« @ &

214

Digital Citizen Identity

Ability to build and manage a healthy congruent identity online
and offline with integrity

Screen Time Managemem'

Ability to manage one’s screen time, multi-tasking, and one’s
engagement in online games and social media with self-control

Cyber-Bullying Management

Ability to detect cyber-bullying situations and handle them wisely

Cyber Security Management
Ability to protect one’s data by creating strong passwords and to
manage various cyber attacks such as SPAM, SCAM and phishing

Digital Empathy
Ability to build and manage a healthy congruent identity online and
offline with integrity

Digital Footprint Management
Ability to be empathetic towards one’s own and others’ needs and
feelings online

Critical Thinking
Ability to understand the nature of digital footprints and their real-life
consequences and to manage them responsibly

Privacy
Ability to handle with discretion all personal information shared
online to protect one’s and others’ privacy

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.



Let's maKe a media pledge For your family and
commit fo healthy media habits together.

[E e Family Media Pledge -j]

We will talk to each other regularly about our Internet use and digital lives.
We will regularly discuss having technology-free periods in our lives.
We agree not to let digital media interrupt important family time.

We agree to use digital media and devices safely and responsibly.

Parents /

Signature: Signature:

Name: Name:

Now you and your parents can sign on the pledge.
Remind each other of your promises!

To find the answers, go to DQ World.net Mission 15.




~; » What is Digital Footprint?

Your digital Footprint refers to everything on the Internet
that can provide information about you!

Circle the terms which represent examples of digital footprint.

-

Hand letter

Text message

B’°9 Posy

gearch historY

Sc
hooy "eWSIe”
er

Filling outan
online form

Mobile chat

\_

Fill in the blank.
f

Once your information gets on the Internet,
getting it off is almost impossible!

It is often and

beyond your ability to change or delete.

\

To find the answers, go to DQ World.net Mission 47.




Managing Spam and Scam

Remember - when in doubt, don't click!

Fill in the blanks in the sentences below.

is an unwanted
email or text mostly advertisements sent

to a large number of addresses.

is a trick to get
your personal information, normally by
pretending to offer you something for
free.

Read the sentences below and check TRUE or FALSE.
Correct the sentence to make it true if the sentence is false.

-

\

0 Never send a chain email to your friends! TRUE / FALSE
These emails may have viruses!

e | must reply when | receive an email from TRUE / FALSE

an online friend but whom | haven’t met.

Stay away from pop-ups and ads no matter TRUE / FALSE
how much fun they look, especially those offering
“FREE” stuff.

o When in doubt, just click! TRUE / FALSE

To find the answers, go to DQ World.net Mission 57.




Develop good discernment, know who fto trust!

Online friends are people you meet online, but have never known
in real life. Can you tell the difference between ONLINE and
OFFLINE friends?

Write down “ONLINE” or “OFFLINE” next to the different friends you
meet.

friend - Met at your school

friend - Met through online chatting

friend - Plays online games together but
have not met in real life

friend - Plays soccer together during
PE class

friend - Has mutual friends on social
media

friend - Has mutual friends in school

Online friends can be fun and friendly, but some of
them can also be potentially dangerous.

To find the answers, go to DQ World.net Mission 62.




Save the Inzombs to get 20 COINS!

Step 1: Go to Zone 3 on DQWorld.net
Step 2: Find the Inzombs
Step 3: Enter the Digital Code B4772 for Inzomb #1
Step 4: Enter the Digital Code B773 For Inzomb #2.
Step 5: Get 20 coins!

<> D Q CMI 2y

Every year, DQ World holds an annual competition to award the top 10 DQ Kids and
10 DQ Schools with the most points around the world. After creating an account,
schools and students are automatically entered into the DQ Challenge where they
could potentially win awards including certificates, trophies, and DQ World gift sets.

For more details, go to the DQ Challenge tab under DQWorld.net.

Top DQ School Top 10 DQ Kids Top 10 DQ Schools
The school with the most ~ The 10 students that have The 10 schools with the
points globally overall. the highest points. most points.

©2017, DQ WORLD PTE. LTD. DQ World is a trademark of DQ WORLD PTE. LTD. All rights reserved.



Watch
Animated

Videos! | ...
| Play Interactive

Games!

gevificate of "ftr!r.nrr_up“m”

=
[ b

[

5 Stickers!

Your
DQ Score

@ (HONTUTE

DQWorld.net
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Premium
DQ School
Report Sample
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